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QUESTION 1

An organization has decided to reduce labor costs by outsourcing back office processing of credit applications to a
provider located in another country. Data sovereignty and privacy concerns raised by the security team resulted in the
third-party provider only accessing and processing the data via remote desktop sessions. To facilitate communications
and improve productivity, staff at the third party has been provided with corporate email accounts that are only
accessible via the remote desktop sessions. Email forwarding is blocked and staff at the third party can only
communicate with staff within the organization. Which of the following additional controls should be implemented to
prevent data loss? (Select THREE). 

A. Implement hashing of data in transit 

B. Session recording and capture 

C. Disable cross session cut and paste 

D. Monitor approved credit accounts 

E. User access audit reviews 

F. Source IP whitelisting 

Correct Answer: CEF 

Data sovereignty is a legal concern where the data is governed by the laws of the country in which the data resides. In
this scenario the company does not want the data to fall under the law of the country of the organization to whom back
office process has be outsourced to. Therefore we must ensure that data can only be accessed on local servers and no
copies are held on computers of the outsource partner. It is important therefore to prevent cut and paste operations. 

Privacy concerns can be addressed by ensuring the unauthorized users do not have access to the data. This can be
accomplished though user access auditing, which needs to be reviewed on an ongoing basis; and source IP whitelisting,
which is a list of IP addresses that are explicitly allowed access to the system. 

 

QUESTION 2

An external penetration tester compromised one of the client organization\\'s authentication servers and retrieved the
password database. Which of the following methods allows the penetration tester to MOST efficiently use any obtained
administrative credentials on the client organization\\'s other systems, without impacting the integrity of any of the
systems? 

A. Use the pass the hash technique 

B. Use rainbow tables to crack the passwords 

C. Use the existing access to change the password 

D. Use social engineering to obtain the actual password 

Correct Answer: A 

With passing the hash you can grab NTLM credentials and you can manipulate the Windows logon sessions maintained
by the LSA component. This will allow you to operate as an administrative user and not impact the integrity of any of the
systems when running your tests. 
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QUESTION 3

Ann, the VoIP administrator, starts receiving reports that users are having problems placing phone calls. She cannot
determine the issue, and asks Joe, the security administrator, for help. Joe reviews the switch interfaces and does not
see an excessive amount of network traffic on the voice network. Using a protocol analyzer, he does see an excessive
number of SIP INVITE packets destined for the SIP proxy. Based on the information given, which of the following types
of attacks is underway and how can it be remediated? 

A. Man in the middle attack; install an IPS in front of SIP proxy. 

B. Man in the middle attack; use 802.1x to secure voice VLAN. 

C. Denial of Service; switch to more secure H.323 protocol. 

D. Denial of Service; use rate limiting to limit traffic. 

Correct Answer: D 

 

QUESTION 4

A software development manager is taking over an existing software development project. The team currently suffers
from poor communication due to a long delay between requirements documentation and feature delivery. This gap is
resulting in an above average number of security-related bugs making it into production. Which of the following
development methodologies is the team MOST likely using now? 

A. Agile 

B. Waterfall 

C. Scrum 

D. Spiral 

Correct Answer: B 

 

QUESTION 5

A systems administrator establishes a CIFS share on a UNIX device to share data to Windows systems. The security
authentication on the Windows domain is set to the highest level. Windows users are stating that they cannot
authenticate to the UNIX share. Which of the following settings on the UNIX server would correct this problem? 

A. Refuse LM and only accept NTLMv2 

B. Accept only LM 

C. Refuse NTLMv2 and accept LM 

D. Accept only NTLM 

Correct Answer: A 
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In a Windows network, NT LAN Manager (NTLM) is a suite of Microsoft security protocols that provides authentication,
integrity, and confidentiality to users. NTLM is the successor to the authentication protocol in Microsoft LAN Manager
(LANMAN or LM), an older Microsoft product, and attempts to provide backwards compatibility with LANMAN. NTLM
version 2 (NTLMv2), which was introduced in Windows NT 4.0 SP4 (and natively supported in Windows 2000),
enhances NTLM security by hardening the protocol against many spoofing attacks, and adding the ability for a server to
authenticate to the client. This question states that the security authentication on the Windows domain is set to the
highest level. This will be NTLMv2. Therefore, the answer to the question is to allow NTLMv2 which will enable the
Windows users to connect to the UNIX server. To improve security, we should disable the old and insecure LM protocol
as it is not used by the Windows computers. 
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