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QUESTION 1

The security administrator is responsible for the confidentiality of all corporate data. The company\\'s servers are located
in a datacenter run by a different vendor. The vendor datacenter hosts servers for many different clients, all of whom
have access to the datacenter. None of the racks are physically secured. Recently, the company has been the victim of
several attacks involving data injection and exfiltatration. The security administrator suspects these attacks are due to
several new network based attacks facilitated by having physical access to a system. Which of the following BEST
describes how to adapt to the threat? 

A. Apply port security to all switches, switch to SCP, and implement IPSec tunnels between devices. 

B. Apply two factor authentication, require point to point VPNs, and enable log auditing on all devices. 

C. Apply port security to all routers, switch to telnet, and implement point to point VPNs on all servers. 

D. Apply three factor authentication, implement IPSec, and enable SNMP. 

Correct Answer: A 

 

QUESTION 2

A security administrator was doing a packet capture and noticed a system communicating with an unauthorized address
within the 2001::/32 prefix. The network administrator confirms there is no IPv6 routing into or out of the network. 

Which of the following is the BEST course of action? 

A. Investigate the network traffic and block UDP port 3544 at the firewall 

B. Remove the system from the network and disable IPv6 at the router 

C. Locate and remove the unauthorized 6to4 relay from the network 

D. Disable the switch port and block the 2001::/32 traffic at the firewall 

Correct Answer: A 

The 2001::/32 prefix is used for Teredo tunneling. Teredo is a transition technology that gives full IPv6 connectivity for
IPv6-capable hosts that are on the IPv4 Internet but have no native connection to an IPv6 network. Unlike similar
protocols, 

it can perform its function even from behind network address translation (NAT) devices such as home routers. 

Teredo provides IPv6 (Internet Protocol version 6) connectivity by encapsulating IPv6 datagram packets within IPv4
User Datagram Protocol (UDP) packets. Teredo routes these datagrams on the IPv4 Internet and through NAT devices. 

Teredo nodes elsewhere on the IPv6 network (called Teredo relays) receive the packets, decapsulate them, and pass
them on. The Teredo server listens on UDP port 3544. 

Teredo clients are assigned an IPv6 address that starts with the Teredo prefix (2001::/32). In this question, the BEST
course of action would be to block UDP port 3544 at the firewall. This will block the unauthorized communication. You
can 

then investigate the traffic within the network. 
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QUESTION 3

A firm\\'s Chief Executive Officer (CEO) is concerned that IT staff lacks the knowledge to identify complex vulnerabilities
that may exist in a payment system being internally developed. The payment system being developed will be sold to a
number of organizations and is in direct competition with another leading product. The CEO highlighted that code base
confidentiality is of critical importance to allow the company to exceed the competition in terms of the product\\'s
reliability, stability, and performance. Which of the following would provide the MOST thorough testing and satisfy the
CEO\\'s requirements? 

A. Sign a MOU with a marketing firm to preserve the company reputation and use in-house resources for random
testing. 

B. Sign a BPA with a small software consulting firm and use the firm to perform Black box testing and address all
findings. 

C. Sign a NDA with a large security consulting firm and use the firm to perform Grey box testing and address all
findings. 

D. Use the most qualified and senior developers on the project to perform a variety of White box testing and code
reviews. 

Correct Answer: C 

Gray box testing has limited knowledge of the system as an attacker would. The base code would remain confidential.
This would further be enhanced by a Non-disclosure agreement (NDA) which is designed to protect confidential
information. 

 

QUESTION 4

Company A is merging with Company B. Company B uses mostly hosted services from an outside vendor, while
Company A uses mostly in-house products. The project manager of the merger states the merged systems should meet
these goals: 

-Ability to customize systems per department 

-Quick implementation along with an immediate ROI 

-The internal IT team having administrative level control over all products 

The project manager states the in-house services are the best solution. Because of staff shortages, the senior security
administrator argues that security will be best maintained by continuing to use outsourced services. Which of the
following solutions BEST solves the disagreement? 

A. Raise the issue to the Chief Executive Officer (CEO) to escalate the decision to senior management with the
recommendation to continue the outsourcing of all IT services. 

B. Calculate the time to deploy and support the in-sourced systems accounting for the staff shortage and compare the
costs to the ROI costs minus outsourcing costs. Present the document numbers to management for a final decision. 

C. Perform a detailed cost benefit analysis of outsourcing vs. in-sourcing the IT systems and review the system
documentation to assess the ROI of in-sourcing. Select COTS products to eliminate development time to meet the ROI
goals. 
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D. Arrange a meeting between the project manager and the senior security administrator to review the requirements and
determine how critical all the requirements are. 

Correct Answer: B 

 

QUESTION 5

A startup company offering software on demand has hired a security consultant to provide expertise on data security.
The company\\'s clients are concerned about data confidentiality. The security consultant must design an environment
with data confidentiality as the top priority, over availability and integrity. Which of the following designs is BEST suited
for this purpose? 

A. All of the company servers are virtualized in a highly available environment sharing common hardware and redundant
virtual storage. Clients use terminal service access to the shared environment to access the virtualized applications. A
secret key kept by the startup encrypts the application virtual memory and data store. 

B. All of the company servers are virtualized in a highly available environment sharing common hardware and redundant
virtual storage. Clients use terminal service access to the shared environment and to access the virtualized applications.
Each client has a common shared key, which encrypts the application virtual memory and data store. 

C. Each client is assigned a set of virtual hosts running shared hardware. Physical storage is partitioned into LUNS and
assigned to each client. MPLS technology is used to segment and encrypt each of the client\\'s networks. PKI based
remote desktop with hardware tokens is used by the client to connect to the application. 

D. Each client is assigned a set of virtual hosts running shared hardware. Virtual storage is partitioned and assigned to
each client. VLAN technology is used to segment each of the client\\'s networks. PKI based remote desktop access is
used by the client to connect to the application. 

Correct Answer: C 
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