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QUESTION 1

The technology steering committee is struggling with increased requirements stemming from an increase in
telecommuting. The organization has not addressed telecommuting in the past. The implementation of a new SSL-VPN
and a VOIP phone solution enables personnel to work from remote locations with corporate assets. Which of the
following steps must the committee take FIRST to outline senior management\\'s directives? 

A. Develop an information classification scheme that will properly secure data on corporate systems. 

B. Implement database views and constrained interfaces so remote users will be unable to access PII from personal
equipment. 

C. Publish a policy that addresses the security requirements for working remotely with company equipment. 

D. Work with mid-level managers to identify and document the proper procedures for telecommuting. 

Correct Answer: C 

The question states that "the organization has not addressed telecommuting in the past". It is therefore unlikely that a
company policy exists for telecommuting workers. There are many types of company policies including Working time,
Equality and diversity, Change management, Employment policies, Security policies and Data Protection policies. In this
question, a new method of working has been employed: remote working or telecommuting. Policies should be created to
establish company security requirements (and any other requirements) for users working remotely. 

 

QUESTION 2

A security administrator is performing VDI traffic data collection on a virtual server which migrates from one host to
another. While reviewing the data collected by the protocol analyzer, the security administrator notices that sensitive
data is present in the packet capture. Which of the following should the security administrator recommend to ensure the
confidentiality of sensitive information during live VM migration, while minimizing latency issues? 

A. A separate physical interface placed on a private VLAN should be configured for live host operations. 

B. Database record encryption should be used when storing sensitive information on virtual servers. 

C. Full disk encryption should be enabled across the enterprise to ensure the confidentiality of sensitive data. 

D. Sensitive data should be stored on a backend SAN which uses an isolated fiber channel network. 

Correct Answer: A 

VDI virtual machines can be migrated across physical hosts while the virtual machines are still powered on. In VMware,
this is called vMotion. In Microsoft Hyper-V, this is called Live Migration. 

When a virtual machine is migrated between hosts, the data is unencrypted as it travels across the network. To prevent
access to the data as it travels across the network, a dedicated network should be created for virtual machine
migrations. 

The dedicated migration network should only be accessible by the virtual machine hosts to maximize security. 

 

QUESTION 3
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Joe, the Chief Executive Officer (CEO), was an Information security professor and a Subject Matter Expert for over 20
years. He has designed a network defense method which he says is significantly better than prominent international
standards. He has recommended that the company use his cryptographic method. Which of the following methodologies
should be adopted? 

A. The company should develop an in-house solution and keep the algorithm a secret. 

B. The company should use the CEO\\'s encryption scheme. 

C. The company should use a mixture of both systems to meet minimum standards. 

D. The company should use the method recommended by other respected information security organizations. 

Correct Answer: D 

In this question, we have one person\\'s opinion about the best way to secure the network. His method may be more
secure than other systems. However, for consensus of opinion, it is better to use the method recommended by other
respected information security organizations. If the CEO\\'s methods were the best methods, it is likely that the other
respected information security organizations would have thought about them and would be using them. In other words,
the methods recommended by other respected information security organizations are probably the best methods.
Furthermore, if the company\\'s systems need to communicate with external systems, the systems will need to use a
`standard\\' method otherwise the external system may not be able to decipher the communications from the
company\\'s systems. 

 

QUESTION 4

A telecommunication company has recently upgraded their teleconference systems to multicast. Additionally, the
security team has instituted a new policy which requires VPN to access the company\\'s video conference. All parties
must be issued a VPN account and must connect to the company\\'s VPN concentrator to participate in the remote
meetings. Which of the following settings will increase bandwidth utilization on the VPN concentrator during the remote
meetings? 

A. IPSec transport mode is enabled 

B. ICMP is disabled 

C. Split tunneling is disabled 

D. NAT-traversal is enabled 

Correct Answer: C 

 

QUESTION 5

A security administrator wants to calculate the ROI of a security design which includes the purchase of new equipment.
The equipment costs $50,000 and it will take 50 hours to install and configure the equipment. The administrator plans to
hire a contractor at a rate of $100/hour to do the installation. Given that the new design and equipment will allow the
company to increase revenue and make an additional $100,000 on the first year, which of the following is the ROI
expressed as a percentage for the first year? 

A. -45 percent 

B. 5.5 percent 
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C. 45 percent 

D. 82 percent 

Correct Answer: D 

Return on investment = Net profit / Investment 

where:Net profit = gross profit ?expenses 

investment = stock + market outstanding[when defined as?] + claims 

or 

Return on investment = (gain from investment ?cost of investment) / cost of investment Thus (100 000 ?55 000)/50 000
= 0,82 = 82 % 

References: 

Gregg, Michael, and Billy Haines, CASP CompTIA Advanced Security Practitioner Study Guide, John Wiley and Sons,
Indianapolis, 2012, p. 337 http://www.financeformulas.net/Return_on_Investment.html 
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