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QUESTION 1

A security manager has received the following email from the Chief Financial Officer (CFO): 

"While I am concerned about the security of the proprietary financial data in our ERP application, we have had a lot of
turnover in the accounting group and I am having a difficult time meeting our monthly performance targets. As things 

currently stand, we do not allow employees to work from home but this is something I am willing to allow so we can get
back on track. What should we do first to securely enable this capability for my group?" 

Based on the information provided, which of the following would be the MOST appropriate response to the CFO? 

A. Remote access to the ERP tool introduces additional security vulnerabilities and should not be allowed. 

B. Allow VNC access to corporate desktops from personal computers for the users working from home. 

C. Allow terminal services access from personal computers after the CFO provides a list of the users working from
home. 

D. Work with the executive management team to revise policies before allowing any remote access. 

Correct Answer: D 

The Chief Financial Officer (CFO) wants to change company policy to allow employees to work from home. Before the
new policy is implemented, the relevant documented company policies should be updated to reflect the new policy.
Company policies are rarely defined by a single person in a company; they are usually defined by executive
management. Therefore, you should work with the executive management team to revise the policies. 

 

QUESTION 2

Compliance with company policy requires a quarterly review of firewall rules. A new administrator is asked to conduct
this review on the internal firewall sitting between several internal networks. The intent of this firewall is to make traffic
more 

restrictive. Given the following information answer the questions below: 

User Subnet: 192.168.1.0/24 Server Subnet: 192.168.2.0/24 Finance 

Subnet:192.168.3.0/24 

Instructions: To perform the necessary tasks, please modify the DST port, Protocol, Action, and/or Rule Order columns.
Firewall ACLs are read from the top down 

Task 1) An administrator added a rule to allow their machine terminal server access to the server subnet. This rule is not
working. Identify the rule and correct this issue. 

Task 2) All web servers have been changed to communicate solely over SSL. Modify the appropriate rule to allow
communications. 

Task 3) An administrator added a rule to block access to the SQL server from anywhere on the network. This rule is not
working. Identify and correct this issue. 

Task 4) Other than allowing all hosts to do network time and SSL, modify a rule to ensure that no other traffic is
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allowed. 

Correct Answer: 
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Task 1) An administrator added a rule to allow their machine terminal server access to the server subnet. This rule is not
working. Identify the rule and correct this issue. The rule shown in the image below is the rule in question. It is not
working because the action is set to Deny. This needs to be set to Permit. 

Task 2) All web servers have been changed to communicate solely over SSL. Modify the appropriate rule to allow
communications. The web servers rule is shown in the image below. Port 80 (HTTP) needs to be changed to port 443
for HTTPS (HTTP over SSL). 

Task 3) An administrator added a rule to block access to the SQL server from anywhere on the network. This rule is not
working. Identify and correct this issue. The SQL Server rule is shown in the image below. It is not working because the
protocol is wrong. It should be TCP, not UDP. 

Task 4) Other than allowing all hosts to do network time and SSL, modify a rule to ensure that no other traffic is allowed.
The network time rule is shown in the image below. 

However, this rule is not being used because the rule shown below allows all traffic and the rule is placed above the
network time rule. To block all other traffic, the rule needs to be set to Deny, not Permit and the rule needs to be placed
below all the other rules (it needs to be placed at the bottom of the list to the rule is enumerated last). 

 

QUESTION 3

A company is in the process of implementing a new front end user interface for its customers, the goal is to provide
them with more self-service functionality. The application has been written by developers over the last six months and
the project is currently in the test phase. 

Which of the following security activities should be implemented as part of the SDL in order to provide the MOST
security coverage over the solution? (Select TWO). 

A. Perform unit testing of the binary code 

B. Perform code review over a sampling of the front end source code 

C. Perform black box penetration testing over the solution 

D. Perform grey box penetration testing over the solution 

E. Perform static code review over the front end source code 
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Correct Answer: DE 

With grey box penetration testing it means that you have limited insight into the devise which would most probable by
some code knowledge and this type of testing over the solution would provide the most security coverage under the
circumstances. A Code review refers to the examination of an application (the new network based software product in
this case) that is designed to identify and assess threats to the organization. With a static code review it is assumed that
you have all the sources available for the application that is being examined. By performing a static code review over
the front end source code you can provide adequate security coverage over the solution. 

 

QUESTION 4

The administrator is troubleshooting availability issues on an FCoE-based storage array that uses deduplication. The
single controller in the storage array has failed, so the administrator wants to move the drives to a storage array from a
different manufacturer in order to access the data. Which of the following issues may potentially occur? 

A. The data may not be in a usable format. 

B. The new storage array is not FCoE based. 

C. The data may need a file system check. 

D. The new storage array also only has a single controller. 

Correct Answer: B 

Fibre Channel over Ethernet (FCoE) is a computer network technology that encapsulates Fibre Channel frames over
Ethernet networks. This allows Fibre Channel to use 10 Gigabit Ethernet networks (or higher speeds) while preserving
the Fibre Channel protocol. When moving the disks to another storage array, you need to ensure that the array supports
FCoE, not just regular Fiber Channel. Fiber Channel arrays and Fiber Channel over Ethernet arrays use different
network connections, hardware and protocols. Fiber Channel arrays use the Fiber Channel protocol over a dedicated
Fiber Channel network whereas FCoE arrays use the Fiber Channel protocol over an Ethernet network. 

 

QUESTION 5

An IT manager is working with a project manager to implement a new ERP system capable of transacting data between
the new ERP system and the legacy system. As part of this process, both parties must agree to the controls utilized to
secure data connections between the two enterprise systems. This is commonly documented in which of the following
formal documents? 

A. Memorandum of Understanding 

B. Information System Security Agreement 

C. Interconnection Security Agreement 

D. Interoperability Agreement 

E. Operating Level Agreement 

Correct Answer: C 

An interconnection security agreement (ISA) is a security document that derails the requirements for establishing,
maintaining, and operating an interconnection between systems or networks. It specifies the requirements for
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connecting the systems and networks and details what security controls are co be used to protect the systems and
sensitive data. 
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