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QUESTION 1

You have been tasked with designing a security plan for your company. Drag and drop the appropriate security controls
on the floor plan-Instructions: All objects must be used and all place holders must be filled. Order does not matter. When
you have completed the simulation, please select the Done button to submit.

Select and Place:

Question
Show
= Floor Plan

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.
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Correct Answer:
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Question

- Floor Plan —

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.
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Cable locks - Adding a cable lock between a laptop and a desk prevents someone from picking it up and walking away
Proximity badge + reader

Safe is a hardware/physical security measure

Mantrap can be used to control access to sensitive areas.

CCTV can be used as video surveillance.

Biometric reader can be used to control and prevent unauthorized access.

Locking cabinets can be used to protect backup media, documentation and other physical artefacts.

References:

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, 6th Edition, Sybex, Indianapolis, 2014, p. 369

QUESTION 2

Which of the following precautions MINIMIZES the risk from network attacks directed at multifunction printers, as well as
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the impact on functionality at the same time?

A. Isolating the systems using VLANSs

B. Installing a software-based IPS on all devices

C. Enabling full disk encryption

D. Implementing a unique user PIN access functions

Correct Answer: A

QUESTION 3

A security administrator is tasked with implementing centralized management of all network devices. Network
administrators will be required to logon to network devices using their LDAP credentials. All command executed by
network administrators on network devices must fall within a preset list of authorized commands and must be logged to
a central facility. Which of the following configuration commands should be implemented to enforce this requirement?
A. LDAP server 10.55.199.3

B. CN=company, CN=com, OU=netadmin, DC=192.32.10.233

C. SYSLOG SERVER 172.16.23.50

D. TACAS server 192.168.1.100

Correct Answer: B

QUESTION 4

A security program manager wants to actively test the security posture of a system. The system is not yet in production
and has no uptime requirement or active user base. Which of the following methods will produce a report which shows
vulnerabilities that were actually explogted?

A. Peer review

B. Component testing

C. Penetration testing

D. Vulnerability testing

Correct Answer: C

A penetration test, or pen test, is an attempt to evaluate the security of an IT infrastructure by safely trying to explogt
vulnerabilities.

QUESTION 5
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A dumpster diver recovers several hard drives from a company and is able to obtain confidential data from one of the
hard drives. The company then discovers its information is posted online. Which of the following methods would have
MOST likely prevented the data from being exposed?

A. Removing the hard drive from its enclosure

B. Using software to repeatedly rewrite over the disk space

C. Using Blowfish encryption on the hard drives

D. Using magnetic fields to erase the data

Correct Answer: D
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