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QUESTION 1

Before an infection was detected, several of the infected devices attempted to access a URL that was similar to the
company name but with two letters transported. Which of the following BEST describes the attack vector used to infect
the devices? 

A. Cross-site scripting 

B. DNS poisoning 

C. Typo squatting 

D. URL hijacking 

Correct Answer: C 

 

QUESTION 2

Which of the following should be used to implement voice encryption? 

A. SSLv3 

B. VDSL 

C. SRTP 

D. VoIP 

Correct Answer: C 

 

QUESTION 3

A company is planning to encrypt the files in several sensitive directories of a file server with a symmetric key. Which of
the following could be used? 

A. RSA 

B. TwoFish 

C. Diffie-Helman 

D. NTLMv2 

E. RIPEMD 

Correct Answer: B 

 

QUESTION 4
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A botnet has hit a popular website with a massive number of GRE-encapsulated packets to perform a DDoS attack.
News outlets discover a certain type of refrigerator was explogted and used to send outbound packets to the website
that crashed. To which of the following categories does the refrigerator belong? 

A. SoC 

B. ICS 

C. IoT 

D. MFD 

Correct Answer: C 

 

QUESTION 5

A network technician is trying to determine the source of an ongoing network based attack. Which of the following
should the technician use to view IPv4 packet data on a particular internal network segment? 

A. Proxy 

B. Protocol analyzer 

C. Switch 

D. Firewall 

Correct Answer: B 
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