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QUESTION 1

During a third-party audit, it is determined that a member of the firewall team can request, approve, and implement a
new rule-set on the firewall. Which of the following will the audit team most l likely recommend during the audit out
brief? 

A. Discretionary access control for the firewall team 

B. Separation of duties policy for the firewall team 

C. Least privilege for the firewall team 

D. Mandatory access control for the firewall team 

Correct Answer: B 

 

QUESTION 2

When trying to log onto a company\\'s new ticketing system, some employees receive the following message: Access
denied: too many concurrent sessions. The ticketing system was recently installed on a small VM with only the
recommended hardware specifications. Which of the following is the MOST likely cause for this error message? 

A. Network resources have been exceeded. 

B. The software is out of licenses. 

C. The VM does not have enough processing power. 

D. The firewall is misconfigured. 

Correct Answer: C 

 

QUESTION 3

Joe a website administrator believes he owns the intellectual property for a company invention and has been replacing
image files on the company\\'s public facing website in the DMZ. Joe is using steganography to hide stolen data. Which
of the following controls can be implemented to mitigate this type of inside threat? 

A. Digital signatures 

B. File integrity monitoring 

C. Access controls 

D. Change management 

E. Stateful inspection firewall 

Correct Answer: B 
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QUESTION 4

A technician has installed new vulnerability scanner software on a server that is joined to the company domain. The
vulnerability scanner is able to provide visibility over the patch posture of all company\\'s clients. Which of the following
is being used? 

A. Gray box vulnerability testing 

B. Passive scan 

C. Credentialed scan 

D. Bypassing security controls 

Correct Answer: A 

 

QUESTION 5

A security administrator has been assigned to review the security posture of the standard corporate system image for
virtual machines. The security administrator conducts a thorough review of the system logs, installation procedures,
and 

network configuration of the VM image. Upon reviewing the access logs and user accounts, the security administrator
determines that several accounts will not be used in production. 

Which of the following would correct the deficiencies? 

A. Mandatory access controls 

B. Disable remote login 

C. Host hardening 

D. Disabling services 

Correct Answer: C 
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