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QUESTION 1

An organization is moving its human resources system to a cloud services provider. The company plans to continue
using internal usernames and passwords with the service provider, but the security manager does not want the service
provider to have a company of the passwords. Which of the following options meets all of these requirements? 

A. Two-factor authentication 

B. Account and password synchronization 

C. Smartcards with PINS 

D. Federated authentication 

Correct Answer: D 

 

QUESTION 2

A system administrator wants to provide balance between the security of a wireless network and usability. The
administrator is concerned with wireless encryption compatibility of older devices used by some employees. Which of
the following would provide strong security and backward compatibility when accessing the wireless network? 

A. Open wireless network and SSL VPN 

B. WPA using a preshared key 

C. WPA2 using a RADIUS back-end for 802.1x authentication 

D. WEP with a 40-bit key 

Correct Answer: C 

 

QUESTION 3

A manager suspects that an IT employee with elevated database access may be knowingly modifying financial
transactions for the benefit of a competitor. Which of the following practices should the manager implement to validate
the concern? 

A. Separation of duties 

B. Mandatory vacations 

C. Background checks 

D. Security awareness training 

Correct Answer: A 

 

QUESTION 4
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A company is investigating a data compromise where data exfiltration occurred. Prior to the investigation, the supervisor
terminates an employee as a result of the suspected data loss. During the investigation, the supervisor is absent for the
interview, and little evidence can be provided form the role-based authentication system in use by the company. The
situation can be identified for future mitigation as which of the following? 

A. Job rotation 

B. Log failure 

C. Lack of training 

D. Insider threat 

Correct Answer: B 

 

QUESTION 5

Which of the following types of cloud Infrastructures would allow several organizations with similar structures and
interests to realize shared storage and resources? 

A. Private 

B. Hybrid 

C. Public 

D. Community 

Correct Answer: D 
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