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QUESTION 1

Which of the following specifically describes the explogtation of an interactive process to access otherwise restricted
areas of the OS? 

A. Privilege escalation 

B. Pivoting 

C. Process affinity 

D. Buffer overflow 

Correct Answer: A 

 

QUESTION 2

New magnetic locks were ordered for an entire building. In accordance with company policy, employee safety is the top
priority. In case of a fire where electricity is cut, which of the following should be taken into consideration when installing
the new locks? 

A. Fail safe 

B. Fault tolerance 

C. Fail secure 

D. Redundancy 

Correct Answer: A 

 

QUESTION 3

A director of IR is reviewing a report regarding several recent breaches. The director complies the following statistics: 

Initial IR engagement time frame 

Length of time before an executive management notice went out Average IR phase completion 

The director wants to use data to shorten the response time. Which of the following would accomplish this? 

A. CSIRT 

B. Containment phase 

C. Escalation notifications 

D. Tabletop exercise 

Correct Answer: D 
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QUESTION 4

An administrator thinks the UNIX systems may be compromised, but a review of system log files provides no useful
information. After discussing the situation with the security team, the administrator suspects that the attacker may be
altering 

the log files and removing evidence of intrusion activity. 

Which of the following actions will help detect attacker attempts to further alter log files? 

A. Enable verbose system logging 

B. Change the permissions on the user\\'s home directory 

C. Implement remote syslog 

D. Set the bash_history log file to "read only" 

Correct Answer: C 

 

QUESTION 5

Which of the following cryptographic attacks would salting of passwords render ineffective? 

A. Brute force 

B. Dictionary 

C. Rainbow tables 

D. Birthday 

Correct Answer: C 
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