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QUESTION 1

A portable data storage device has been determined to have malicious firmware. Which of the following is the BEST
course of action to ensure data confidentiality? 

A. Format the device 

B. Re-image the device 

C. Perform virus scan in the device 

D. Physically destroy the device 

Correct Answer: C 

 

QUESTION 2

An organization is moving its human resources system to a cloud services provider. The company plans to continue
using internal usernames and passwords with the service provider, but the security manager does not want the service
provider to have a company of the passwords. Which of the following options meets all of these requirements? 

A. Two-factor authentication 

B. Account and password synchronization 

C. Smartcards with PINS 

D. Federated authentication 

Correct Answer: D 

 

QUESTION 3

An employer requires that employees use a key-generating app on their smartphones to log into corporate applications.
In terms of authentication of an individual, this type of access policy is BEST defined as: A. Something you have. 

B. Something you know. 

C. Something you do. 

D. Something you are. 

Correct Answer: A 

 

QUESTION 4

Which of the following are the MAIN reasons why a systems administrator would install security patches in a staging
environment before the patches are applied to the production server? (Select two.) 
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A. To prevent server availability issues 

B. To verify the appropriate patch is being installed 

C. To generate a new baseline hash after patching 

D. To allow users to test functionality 

E. To ensure users are trained on new functionality 

Correct Answer: AD 

 

QUESTION 5

A security administrator has found a hash in the environment known to belong to malware. The administrator then finds
this file to be in in the preupdate area of the OS, which indicates it was pushed from the central patch system. 

File: winx86_adobe_flash_upgrade.exe Hash: 99ac28bede43ab869b853ba62c4ea243 

The administrator pulls a report from the patch management system with the following output: Given the above outputs,
which of the following MOST likely happened? 

A. The file was corrupted after it left the patch system. 

B. The file was infected when the patch manager downloaded it. 

C. The file was not approved in the application whitelist system. 

D. The file was embedded with a logic bomb to evade detection. 

Correct Answer: B 
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