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QUESTION 1

A malicious attacker has intercepted HTTP traffic and inserted an ASCII line that sets the referrer URL. Which of the
following is the attacker most likely utilizing? 

A. Header manipulation 

B. Cookie hijacking 

C. Cross-site scripting 

D. Xml injection 

Correct Answer: A 

 

QUESTION 2

A security analyst wishes to increase the security of an FTP server. Currently, all traffic to the FTP server is
unencrypted. Users connecting to the FTP server use a variety of modern FTP client software. The security analyst
wants to keep the same port and protocol, while also still allowing unencrypted connections. Which of the following
would BEST accomplish these goals? 

A. Require the SFTP protocol to connect to the file server. 

B. Use implicit TLS on the FTP server. 

C. Use explicit FTPS for connections. 

D. Use SSH tunneling to encrypt the FTP traffic. 

Correct Answer: C 

 

QUESTION 3

The IT department needs to prevent users from installing untested applications. Which of the following would provide
the BEST solution? 

A. Job rotation 

B. Least privilege 

C. Account lockout 

D. Antivirus 

Correct Answer: B 

 

QUESTION 4
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An organization is trying to decide which type of access control is most appropriate for the network. The current access
control approach is too complex and requires significant overhead. Management would like to simplify the access
control and provide user with the ability to determine what permissions should be applied to files, document, and
directories. The access control method that BEST satisfies these objectives is: 

A. Rule-based access control 

B. Role-based access control 

C. Mandatory access control 

D. Discretionary access control 

Correct Answer: D 

 

QUESTION 5

A systems administrator wants to protect data stored on mobile devices that are used to scan and record assets in a
warehouse. The control must automatically destroy the secure container of mobile devices if they leave the warehouse.
Which of the following should the administrator implement? (Select two.) 

A. Geofencing 

B. Remote wipe 

C. Near-field communication 

D. Push notification services 

E. Containerization 

Correct Answer: AE 
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