
https://www.passapply.com/pt0-002.html
2024 Latest passapply PT0-002 PDF and VCE dumps Download

 

 

 

PT0-002Q&As

CompTIA PenTest+ Certification Exam

Pass CompTIA PT0-002 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.passapply.com/pt0-002.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by CompTIA
Official Exam Center

 

 

PT0-002 VCE Dumps | PT0-002 Study Guide | PT0-002 Braindumps                                1 / 3

https://www.passapply.com/pt0-002.html
https://www.passapply.com/pt0-002.html
https://www.passapply.com/pt0-002.html


https://www.passapply.com/pt0-002.html
2024 Latest passapply PT0-002 PDF and VCE dumps Download

QUESTION 1

A penetration tester is testing a new version of a mobile application in a sandbox environment. To intercept and decrypt
the traffic between the application and the external API, the tester has created a private root CA and issued a certificate
from it. Even though the tester installed the root CA into the trusted stone of the smartphone used for the tests, the
application shows an error indicating a certificate mismatch and does not connect to the server. 

Which of the following is the MOST likely reason for the error? 

A. TCP port 443 is not open on the firewall 

B. The API server is using SSL instead of TLS 

C. The tester is using an outdated version of the application 

D. The application has the API certificate pinned. 

Correct Answer: D 

 

QUESTION 2

A software development team is concerned that a new product\\'s 64-bit Windows binaries can be deconstructed to the
underlying code. Which of the following tools can a penetration tester utilize to help the team gauge what an attacker
might see in the binaries? 

A. Immunity Debugger 

B. OllyDbg 

C. GDB 

D. Drozer 

Correct Answer: B 

Reference: https://en.wikipedia.org/wiki/OllyDbg 

 

QUESTION 3

A client would like to have a penetration test performed that leverages a continuously updated TTPs framework and
covers a wide variety of enterprise systems and networks. Which of the following methodologies should be used to
BEST meet the client\\'s expectations? 

A. OWASP Top 10 

B. MITRE ATTandCK framework 

C. NIST Cybersecurity Framework 

D. The Diamond Model of Intrusion Analysis 
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Correct Answer: B 

 

QUESTION 4

A penetration tester wants to validate the effectiveness of a DLP product by attempting exfiltration of data using email
attachments. Which of the following techniques should the tester select to accomplish this task? 

A. Steganography 

B. Metadata removal 

C. Encryption 

D. Encode64 

Correct Answer: B 

All other answers are a form of encryption or randomizing the data. 

 

QUESTION 5

During the reconnaissance phase, a penetration tester obtains the following output: 

Reply from 192.168.1.23: bytes=32 time
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