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QUESTION 1

Which of the following expressions in Python increase a variable val by one (Choose two.)
A. val++

B. +val

C. val=(val+1)

D. ++val

E. val=val++

F. val+=1

Correct Answer: CF

https://pythonguides.com/increment-and-decrement-operators-in-python/

QUESTION 2

A penetration tester has been given eight business hours to gain access to a client\\'s financial system. Which of the
following techniques will have the highest likelihood of success?

A. Attempting to tailgate an employee going into the client\\'s workplace

B. Dropping a malicious USB key with the company\\'s logo in the parking lot

C. Using a brute-force attack against the external perimeter to gain a foothold

D. Performing spear phishing against employees by posing as senior management

Correct Answer: D

QUESTION 3

Which of the following protocols or technologies would provide in-transit confidentiality protection for emailing the final
security assessment report?

A. SIMIME

B. FTPS

C. DNSSEC

D. AS2

Correct Answer: A

Reference: https://searchsecurity.techtarget.com/answer/What-are-the-most-important-email-security- protocols
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QUESTION 4

A penetration tester ran the following commands on a Windows server:

schtasks

echo net user svsaccount password fadd >> batchjopb3i.bat

echo net localgroup Administrators svsaccount fadd >> batchjopb3.bat
net usar svsaccount

runas Jfuser:avsaccount mimikatz

Which of the following should the tester do AFTER delivering the final report?
A. Delete the scheduled batch job.

B. Close the reverse shell connection.

C. Downgrade the svsaccount permissions.

D. Remove the tester-created credentials.

Correct Answer: D

QUESTION 5

A penetration tester is conducting a penetration test and discovers a vulnerability on a web server that is owned by the
client. Exploiting the vulnerability allows the tester to open a reverse shell. Enumerating the server for privilege
escalation, the tester discovers the following: Which of the following should the penetration tester do NEXT?

netstat —antu

Active Internet connections (servers and established)
Proto Recv—Q Send—-Q Local Address Forelign Address State
tecp 0 0 10.1.1.24:4€850 24.176.9.43:59036 ESTABLISHED
tep 0 0 D.0.0.0:22 :0.0.0.0% LISTEN

tecp 0 0 10.1.1.24:50112 136.12.56.217:58003 ESTABLISHED
tcp 0 0 10.1.1.24:80 115.93.193.245:40243 ESTABLISHED
tcp 0 0 10.1.1.24:80 210.117.12.2:40252 ESTABLISHED
tepb @ O :::22 :p* LESTEN

ndp: 8 0 16, 1. 1.24:161 @G.0.0.0:%

=

A. Close the reverse shell the tester is using.
B. Note this finding for inclusion in the final report.
C. Investigate the high numbered port connections.

D. Contact the client immediately.
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Correct Answer: D
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