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QUESTION 1

Which set of modules must be loaded and configured when using Metasploit? 

A. Attacker, payload 

B. Exploit, payload 

C. Exploit, malware 

D. Malware, host 

Correct Answer: C 

 

QUESTION 2

A retail company just purchased Traps for its 8,000 endpoints. Many of its users work remotely. The company is not
using any VPN solution, but would still like to manage all endpoints regardless where they are. Which two aspects
should be part of the recommendation? (Choose two.) 

A. As each ESM Core server can handle up to 30,000 endpoints, use at least 1 ESM Core server internally and 1 ESM
core server in the DMZ for external endpoints. 

B. Placing an ESM Core server in the DMZ or in a cloud hosting service allows external endpoints to connect to it, even
without a VPN client. 

C. Protection for remote endpoints is currently not supported. Since the ESM servers can only be installed in an internal
network, endpoints without VPN will not be able to connect to it. 

D. If there is no connection to the ESM Core server, Traps agents automatically connect to WildFire and endpoints are
fully protected. No additional ESM Core servers are needed. 

Correct Answer: AB 

 

QUESTION 3

An administrator can check which two indicators to verity that Traps for Mac is running correctly on an installed
endpoint? (Choose two.) 

A. Use cytool from the command line interface to display the running Traps agent services. 

B. In the Activity Monitor, verify that CyveraSecvice is running 

C. Ping other Traps agents from the macOS agent 

D. Verity that the Traps agent icon is displayed on the macOS finder bar. 

Correct Answer: BD 
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QUESTION 4

An administrator would like to add Google Chrome and Google Chrome Helper to the exploit prevention policy for
macOS. In order to achieve this task, which option should be added to the macOS protected processes list? 

A. chrome app 

B. google chrome and google chrome helper 

C. chrome* 

D. google chrome 

Correct Answer: B 

 

QUESTION 5

Assume a Child Process Protection rule exists for powershell.exe in Traps v 4.0. Among the items on the blacklist is
ipconfig.exe. How can an administrator permit powershell.exe to execute ipconfig.exe without altering the rest of the
blacklist? 

A. add ipconfig.exe to the Global Child Processes Whitelist, under Restriction settings. 

B. Uninstall and reinstall the traps agent. 

C. Create a second Child Process Protection rule for powershell.exe to whitelist ipconfig.exe. 

D. Remove ipconfig.exe from the rule\\'s blacklist. 

Correct Answer: A 
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