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QUESTION 1

A company is using a Web Gateway/Proxy for all outbound connections. The company has deployed Traps within the
domain and in testing, discovered that the ESM Servers are unable to communicate with WildFire. All other Traps
features are working.

What is the most likely cause of the issue?

A. The administrator needs to configure WildFire proxy settings in each Agent Console.

B. The administrator needs to configure WildFire proxy settings in the ESM Console and in each Agent Console.

C. The Administrator needs to purchase the additional site license required for WildFire.

D. The Administrator needs to configure WildFire proxy settings in the ESM Console.

Correct Answer: D

QUESTION 2

An administrator receives an alert indicating the ESM service is not starting on the ESM Server. When the
administrator tries to start the service manually, the administrator receives an error. "The Endpoint Security
Manager service on Local Computer started and then stopped.”

What is the cause of the failure?

A. The Account assigned to the service does not have "Log on as a batch job" permissions on the machine.
B. The Account assigned to the service does not have "Log on as a service" permissions on the machine.
C. The Account assigned to the service is not the Local Administrator on the machine.

D. The Account assigned to the service is not an Active Directory Domain user.

Correct Answer: B

QUESTION 3

Which software category is most likely to cause a conflict with the Traps agent?
A. Exploit prevention software

B. Web browser software

C. Web meeting and collaboration software

D. Full disk encryption software

Correct Answer: A
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QUESTION 4

Once an administrator has successfully instated a Content Update, how is the Content Update applied to endpoint?
A. After Installation on the ESM, an Agent License renewal is required in order to trigger relevant updates.

B. After installation on the ESM, relevant updates occur at the next Heartbeat communication from each endpoint.

C. Installation of a Content Update triggers a proactive push of the update by the ESM server to all endpoints with
licensed Traps Agents within the Domain.

D. The Traps Agent must be reinstalled on the endpoint in order to apply the content update. Existing Agents will not be
able to take advantage of content updates.

Correct Answer: B

QUESTION 5

An administrator has decided to test Traps functionality using malware samples in an isolated nonproduction
environment. In order to effectively test Traps, what three types of samples should the administrator avoid? (Choose
three.)

A. A sample with a low number of hits in Virus Total.

B. An MS Office document which contains a ransomware macro.

C. A sample known to be flagged as grayware by Traps.

D. A freeware video application which spawns malicious processes.

E. A sample known to generate false positives in the production environment.

Correct Answer: ABE
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