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QUESTION 1

Uploads to the ESM Sever are failing.

How can the mechanism for forensic and WildFire uploads be tested from the endpoint?
A. Use BITS commands in PowerShell to send a file to the ESM Server

B. Use curl to execute a POST operation

C. Use SCP commands from a ssh client to transfer a file to the ESM Server

D. Click Check-in now in the agent console

Correct Answer: D

QUESTION 2

An Administrator has identified an EPM-triggered false positive and has used the Create Rule button from within the
relevant entry in the Security Events > Preventions > Exploits tab. What is the result of the created rule?

A. The new rule stops all EPM injection into the faulted process.
B. The new rule stops all EPM injection into processes on the machine on which the prevention was triggered.
C. The new rule excludes the endpoint from Traps protection.

D. The new rule will include the EPM that raised the prevention, the process that triggered the prevention, the machine
on which the prevention was triggered, and a descriptive name for the rule.

Correct Answer: B

QUESTION 3

Which MSI command line parameters will successfully install a Traps agent using SSL and pointed to server ESM?
A. msiexec /i c:\traps.msi /qn TRAPS_SERVER=ESM USE_SSL_PRIMARY=1

B. msiexec /i c:\traps.msi /gn CYVERA_SERVER=ESM USE_SSL_PRIMARY=1

C. msiexec /i c:\traps.msi /qn ESM_SERVER=ESM USE_SSL_PRIMARY=1

D. msiexec /x c:\traps.msi /gn SERVER=ESM USE_SSL_PRIMARY=1

Correct Answer: B

QUESTION 4

A customer has an environment with the following: 1,000 agents communicating over SSL with two servers - one
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containing the ESM Server and another one where the ESM Console is installed BitsUploads resides on the ESM
Console server

ESM Server and Console are using the default pods tor communication In a scenario where a file is failing to be
uploaded from macQOS, which three reasons could be directly related to the failure? (Choose three.)

A. Traps agent is not able to check in with the ESM Server

B. The rate of upload is lower than 100Kb/S

C. The BITS address in the ESM is incorrect

D. Port 2125 is blocked on the server which hosts BitsUploads
E. Port 443 is blocked on the server which hosts BitsUploads

Correct Answer: ACE

QUESTION 5

A deployment contains some machines that are not part of the domain. The Accounting and Sales
departments are two of these.

How can a policy of WildFire notification be applied to Accounting, and a policy of WildFire prevention be
applied to Sales, while not affecting any other WildFire policies?

A. Create the rules and use the Objects tab to add Accounting and Sales to each rule they should apply to.

B. Create a condition for an application found on an Accounting machine. Use that condition for the Accounting groups
rule, and create the rule tor Sales without any conditions.

C. Create two rules for WildFire: one for prevention, and one for notification. Make sure the Accounting rule is numbered
higher.

D. Create group-specific registry entries on endpoints. Use these registry entries to create conditions for the WildFire
rules.

Correct Answer: C
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