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QUESTION 1

Which Cortex XDR Agent capability prevents loading malicious files from USB-connected removable equipment?
A. Agent Configuration

B. Device Control

C. Device Customization

D. Agent Management

Correct Answer: B

https://live.paloaltonetworks.com/t5/blogs/cortex-xdr-features-introduced-in-december-2019/ba-p/302231

QUESTION 2

The images show two versions of the same automation script and the results they produce when executed in Demisto.
What are two possible causes of the exception thrown in the second Image? (Choose two.)

A. The modified scnpt was run in the wrong Docker image

B. The modified script required a different parameter to run successfully.

C. The dictionary was defined incorrectly in the second script.

D. The modified script attempted to access a dictionary key that did not exist in the dictionary named "data”

Correct Answer: A

QUESTION 3

What method does the Traps agent use to identify malware during a scheduled scan?
A. Heuristic analysis

B. Local analysis

C. Signature comparison

D. WildFire hash comparison and dynamic analysis

Correct Answer: D

QUESTION 4

A customer wants to modify the retention periods of their Threat logs in Cortex Data Lake.
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Where would the user configure the ratio of storage for each log type?

A. Within the TMS, create an agent settings profile and modify the Disk Quota value

B. It is not possible to configure Cortex Data Lake quota for specific log types.

C. Go to the Cortex Data Lake App in Cloud Services, then choose Configuration and modify the Threat Quota
D. Write a GPO for each endpoint agent to check in less often

Correct Answer: C

QUESTION 5

Which Cortex XDR capability extends investigations to an endpoint?
A. Log Stitching

B. Causality Chain

C. Sensors

D. Live Terminal

Correct Answer: A

https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-pro-admin/cortex-xdr-overview/cortex-xdr-concepts
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