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QUESTION 1

You need to ensure your personal SSH key works on every instance in your project. You want to accomplish this as
efficiently as possible. 

What should you do? 

A. Upload your public ssh key to the project Metadata. 

B. Upload your public ssh key to each instance Metadata. 

C. Create a custom Google Compute Engine image with your public ssh key embedded. 

D. Use gcloud compute sshto automatically copy your public ssh key to the instance. 

Correct Answer: A 

Reference: https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys 

 

QUESTION 2

You have created a firewall with rules that only allow traffic over HTTP, HTTPS, and SSH ports. While testing, you
specifically try to reach the server over multiple ports and protocols; however, you do not see any denied connections in
the firewall logs. You want to resolve the issue. 

What should you do? 

A. Enable logging on the default Deny Any Firewall Rule. 

B. Enable logging on the VM Instances that receive traffic. 

C. Create a logging sink forwarding all firewall logs with no filters. 

D. Create an explicit Deny Any rule and enable logging on the new rule. 

Correct Answer: B 

 

 

QUESTION 3

Your on-premises data center has 2 routers connected to your Google Cloud environment through a VPN on each
router. All applications are working correctly; however, all of the traffic is passing across a single VPN instead of being
load-balanced across the 2 connections as desired. 

During troubleshooting you find: 

1. 

Each on-premises router is configured with a unique ASN. 
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2. 

Each on-premises router is configured with the same routes and priorities. 

3. 

Both on-premises routers are configured with a VPN connected to a single Cloud Router. 

4. 

BGP sessions are established between both on-premises routers and the Cloud Router. 

5. 

Only 1 of the on-premises router\\'s routes are being added to the routing table. 

What is the most likely cause of this problem? 

A. The on-premises routers are configured with the same routes. 

B. A firewall is blocking the traffic across the second VPN connection. 

C. You do not have a load balancer to load-balance the network traffic. 

D. The ASNs being used on the on-premises routers are different. 

Correct Answer: D 

 

 

QUESTION 4

You have recently been put in charge of managing identity and access management for your organization. You have
several projects and want to use scripting and automation wherever possible. You want to grant the editor role to a
project member. 

Which two methods can you use to accomplish this? (Choose two.) 

A. GetIamPolicy() via REST API 

B. setIamPolicy() via REST API 

C. gcloud pubsub add-iam-policy-binding $projectname --member user:$username -role roles/editor 

D. gcloud projects add-iam-policy-binding $projectname --member user:$username--role roles/editor 

E. Enter an email address in the Add members field, and select the desired role from the drop-down menu in the GCP
Console. 

Correct Answer: DE 

Reference: https://cloud.google.com/iam/docs/granting-changing-revoking-access 
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QUESTION 5

Your company has a security team that manages firewalls and SSL certificates. It also has a networking team that
manages the networking resources. The networking team needs to be able to read firewall rules, but should not be able
to create, modify, or delete them. 

How should you set up permissions for the networking team? 

A. Assign members of the networking team the compute.networkUser role. 

B. Assign members of the networking team the compute.networkAdmin role. 

C. Assign members of the networking team a custom role with only the compute.networks.* and the
compute.firewalls.list permissions. 

D. Assign members of the networking team the compute.networkViewer role, and add the compute.networks.use
permission. 

Correct Answer: B 

Reference: https://cloud.google.com/compute/docs/access/iam 
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