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QUESTION 1

Mountkirk Games\\' gaming servers are not automatically scaling properly. Last month, they rolled out a new feature,
which suddenly became very popular. A record number of users are trying to use the service, but many of them are
getting 503 errors and very slow response times. What should they investigate first?

A. Verify that the database is online

B. Verify that the project quota hasn\\'t been exceeded

C. Verify that the new feature code did not introduce any performance bugs

D. Verify that the load-testing team is not running their tool against production

Correct Answer: B

503 is service unavailable error. If the database was online everyone would get the 503 error.

QUESTION 2

A few days after JencoMart migrates the user credentials database to Google Cloud Platform and shuts down the old
server, the new database server stops responding to SSH connections. It is still serving database requests to the
application servers correctly.

What three steps should you take to diagnose the problem? Choose 3 answers.

A. Delete the virtual machine (VM) and disks and create a new one

B. Delete the instance, attach the disk to a new VM, and investigate

C. Take a snapshot of the disk and connect to a new machine to investigate

D. Check inbound firewall rules for the network the machine is connected to

E. Connect the machine to another network with very simple firewall rules and investigate

F. Print the Serial Console output for the instance for troubleshooting, activate the interactive console, and investigate
Correct Answer: CDF

D: Handling "Unable to connect on port 22" error message Possible causes include:

There is no firewall rule allowing SSH access on the port. SSH access on port 22 is enabled on all Compute Engine
instances by default. If you have disabled access, SSH from the Browser will not work. If you run sshd on a port other
than

22, you need to enable the access to that port with a custom firewall rule.

The firewall rule allowing SSH access is enabled, but is not configured to allow connections from GCP Console
services. Source IP addresses for browser-based SSH sessions are dynamically allocated by GCP Console and can

vary from

session to session.
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F: Handling "Could not connect, retrying..." error You can verify that the daemon is running by navigating to the serial
console output page and looking for output lines prefixed with the accounts-from-metadata: string. If you are using a
standard image but you do not see these output prefixes in the serial console output, the daemon might be stopped.
Reboot the instance to restart the daemon.

References: https://cloud.google.com/compute/docs/ssh-in-browser

QUESTION 3

Your company has a networking team and a development team. The development team runs applications on Compute
Engine instances that contain sensitive data. The development team requires administrative permissions for Compute

Engine. Your company requires all network resources to be managed by the networking team. The development team

does not want the networking team to have access to the sensitive data on the instances. What should you do?

A. 1. Create a project with a standalone VPC and assign the Network Admin role to the networking team.

2.

Create a second project with a standalone VPC and assign the Compute Admin role to the development team.

3.

Use Cloud VPN to join the two VPCs.

B. 1. Create a project with a standalone Virtual Private Cloud (VPC), assign the Network Admin role to the networking
team, and assign the Compute Admin role to the development team.

C. 1. Create a project with a Shared VPC and assign the Network Admin role to the networking team.

2. Create a second project without a VPC, configure it as a Shared VPC service project, and assign the Compute Admin
role to the development team.

D. 1. Create a project with a standalone VPC and assign the Network Admin role to the networking team.

2.

Create a second project with a standalone VPC and assign the Compute Admin role to the development team.

3.

Use VPC Peering to join the two VPCs.

Correct Answer: C

In this scenario, a large organization has a central team that manages security and networking controls for the entire
organization. Developers do not have permissions to make changes to any network or security settings defined by the
security and networking team but they are granted permission to create resources such as virtual machines in shared
subnets. To facilitate this the organization makes use of a shared VPC (Virtual Private Cloud). A shared VPC allows
creation of a VPC network of RFC 1918 IP spaces that associated projects (service projects) can then use. Developers
using the associated projects can create VM instances in the shared VPC network spaces. The organization\\'s network

and security admins can create subnets, VPNs, and firewall rules usable by all the projects in the VPC network.

Reference: https://cloud.google.com/vpc/docs/shared-vpc https://cloud.google.com/iam/docs/job-
functions/networking#single_team_manages_security_network_for_organization
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QUESTION 4

Your team needs to create a Google Kubernetes Engine (GKE) cluster to host a newly built application that requires
access to third-party services on the internet. Your company does not allow any Compute Engine instance to have a
public IP address on Google Cloud. You need to create a deployment strategy that adheres to these guidelines. What
should you do?

A. Configure the GKE cluster as a private cluster, and configure Cloud NAT Gateway for the cluster subnet.

B. Configure the GKE cluster as a private cluster. Configure Private Google Access on the Virtual Private Cloud (VPC).

C. Configure the GKE cluster as a route-based cluster. Configure Private Google Access on the Virtual Private Cloud
(VPC).

D. Create a Compute Engine instance, and install a NAT Proxy on the instance. Configure all workloads on GKE to pass
through this proxy to access third-party services on the Internet.

Correct Answer: A

A Cloud NAT gateway can perform NAT for nodes and Pods in a private cluster, which is a type of VPC-native cluster.
The Cloud NAT gateway must be configured to apply to at least the following subnet IP address ranges for the subnet
that

your cluster uses:

Subnet primary IP address range (used by nodes)

Subnet secondary IP address range used for Pods in the cluster Subnet secondary IP address range used for Services
in the cluster The simplest way to provide NAT for an entire private cluster is to configure a Cloud NAT gateway to

apply

to all of the cluster\\'s subnet\\'s IP address ranges.

https://cloud.google.com/nat/docs/overview

QUESTION 5

You want to make a copy of a production Linux virtual machine in the US-Central region. You want to manage and
replace the copy easily if there are changes on the production virtual machine. You will deploy the copy as a new
instance in a different project in the US-East region.

What steps must you take?

A. Use the Linux dd and netcat commands to copy and stream the root disk contents to a new virtual machine instance
in the US-East region.

B. Create a snapshot of the root disk and select the snapshot as the root disk when you create a new virtual machine
instance in the US-East region.

C. Create an image file from the root disk with Linux dd command, create a new virtual machine instance in the US-East
region

D. Create a snapshot of the root disk, create an image file in Google Cloud Storage from the snapshot, and create a
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new virtual machine instance in the US-East region using the image file the root disk.

Correct Answer: D

https://stackoverflow.com/questions/36441423/migrate-google-compute-engine-instance-to-a-different-region
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