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QUESTION 1

An administrator discovers that a file blocked by the WildFire inline ML feature on the firewall is a false-positive action.
How can the administrator create an exception for this particular file?

A. Add partial hash and filename in the file section of the WildFire inline ML tab of the Antivirus profile.
B. Set the WildFire inline ML action to allow for that protocol on the Antivirus profile.

C. Add the related Threat ID in the Signature exceptions tab of the Antivirus profile.

D. Disable the WildFire profile on the related Security policy.

Correct Answer: A

QUESTION 2

What can missing SSL packets when performing a packet capture on dataplane interfaces?
A. The packets are hardware offloaded to the offloaded processor on the dataplane

B. The missing packets are offloaded to the management plane CPU

C. The packets are not captured because they are encrypted

D. There is a hardware problem with offloading FPGA on the management plane

Correct Answer: A

QUESTION 3

Which two items must be configured when implementing application override and allowing traffic through the firewall?
(Choose two.)

A. Application filter

B. Application override policy rule
C. Security policy rule

D. Custom app

Correct Answer: BC

QUESTION 4

Which new PAN-OS 11.0 feature supports IPv6 traffic?
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A. DHCPv6 Client with Prefix Delegation
B. OSPF

C. DHCP Server

D. IKEvI

Correct Answer: A

According to the Palo Alto Networks documentationl, DHCPv6 Client with Prefix Delegation is a new feature in PAN-OS
11.0 that supports IPv6 traffic. This feature allows configuring an interface as a DHCPv6 client with prefix delegation,

which enables the interface to obtain an IPv6 prefix from a DHCPv6 server and assign IPv6 addresses to other
interfaces on the firewall or downstream devices. Therefore, the correct answer is A. The other options are not new
features in

PAN-OS 11.0 that support IPv6 traffic:

OSPF: This option is not a new feature in PAN-OS 11.0. OSPF is a routing protocol that supports both IPv4 and IPv6
traffic. It has been supported by PAN-OS since version 4.12. DHCP Server: This option is not a new feature in PAN-OS

11.0. DHCP Server is a feature that allows the firewall to act as a DHCP server and assign IP addresses to clients. It
supports both IPv4 and IPv6 traffic. It has been supported by PAN-OS since version 5.03. IKEv1: This option is not a
new feature in PAN-OS 11.0. IKEv1 is a protocol that supports both IPv4 and IPv6 traffic for establishing VPN tunnels. It
has been supported by PAN-OS since version 3.04.

References: https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-new-features/networking-features/dhcpv6-client-with-
prefix-delegation https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/networking/routing/open-shortest-path-

first-ospf https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/networking/dhcp/configure-a-dhcp-server
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/vpn/set-up-site-to-site-vpn/set-up-an-ike-gateway

QUESTION 5

The firewall is not downloading IP addresses from MineMeld. Based, on the image, what most likely is wrong?
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External Dynamic Lists
Name TORexitNodes-MM
Create List | List Entries And Exceptions

Type | IP List

Description

Source hitps://MineMeld/feeds/TORexitOut

Server Authentication

Certificate Profile  None (Disable Cert profile)

Repeat Hourly

A. A Certificate Profile that contains the client certificate needs to be selected.

B. The source address supports only files hosted with an ftp://.

C. External Dynamic Lists do not support SSL connections.

D. A Certificate Profile that contains the CA certificate needs to be selected.

Correct Answer: D

"If the list source is secured with SSL (i.e. lists with an HTTPS URL), enable server authentication. Select a Certificate
Profile or create a New Certificate Profile for authenticating the server that hosts the list. The certificate profile you select

must have root certificate authority (CA) and intermediate CA certificates that match the certificates installed on the
server you are authenticating."
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