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QUESTION 1

What are two valid deployment options for Decryption Broker? (Choose two) 

A. Transparent Bridge Security Chain 

B. Layer 3 Security Chain 

C. Layer 2 Security Chain 

D. Transparent Mirror Security Chain 

Correct Answer: AB 

 

https://docs.paloaltonetworks.com/pan-os/9-1/pan-os- admin/decryption/decryption-broker 

 

QUESTION 2

Which statement accurately describes service routes and virtual systems? 

A. Virtual systems can only use one interface for all global service and service routes of the firewall 

B. The interface must be used for traffic to the required external services 

C. Virtual systems that do not have specific service routes configured inherit the global service and service route
settings for the firewall 

D. Virtual systems cannot have dedicated service routes configured: and virtual systems always use the global service
and service route settings for the firewall 

Correct Answer: C 

https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/virtual-systems/customize-service-routes-for-a-virtual-
system "When a firewall is enabled for multiple virtual systems, the virtual systems inherit the global service and service
route settings. For example, the firewall can use a shared email server to originate email alerts to all virtual systems. In
some scenarios, you\\'d want to create different service routes for each virtual system." 

 

QUESTION 3

What should an administrator consider when planning to revert Panorama to a pre-PAN- OS 8.1 version? 

A. Panorama cannot be reverted to an earlier PAN-OS release if variables are used in templates or template stacks. 

B. An administrator must use the Expedition tool to adapt the configuration to the pre-PAN- OS 8.1 state. 

C. When Panorama is reverted to an earlier PAN-OS release, variables used in templates or template stacks will be
removed automatically. 

D. Administrators need to manually update variable characters to those used in pre-PAN- OS 8.1. 
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Correct Answer: A 

You are unable to downgrade from PAN-OS 8.1 to an earlier PAN-OS release if variables are used in your template or
template stack configuration. Variables must be removed from the template and template stack configuration to
downgrade. 

 

QUESTION 4

What must be used in Security Policy Rule that contain addresses where NAT policy applies? 

A. Pre-NAT addresse and Pre-NAT zones 

B. Post-NAT addresse and Post-Nat zones 

C. Pre-NAT addresse and Post-Nat zones 

D. Post-Nat addresses and Pre-NAT zones 

Correct Answer: C 

 

 

QUESTION 5

A security engineer needs firewall management access on a Inside interface. 

When three settings are required on an SSI/TVS Service Profile to provide secure Wet) Ui authentication? (Choose
three.) 

A. Maximum TLS version 

B. Minimum TLS version 

C. Encryption Algorithm 

D. Certificate 

E. Authentication Algorithm 

Correct Answer: ABD 

https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/certificate- management/configure-an-ssltls-service-
profile 
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