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QUESTION 1
DRAG DROP

Below are the steps in the workflow for creating a Best Practice Assessment in a firewall and Panorama configuration
Place the steps in order.

Select and Place:

Ineither the NGFW or in Panorama, on the r-_“-“----“---------“-“-“:
Operations/Support tab, download the H ! Step 1

technical support file. : !

" Log in to the Customer Support Portal (CSP) it S G i i i i o e
and navigate to Tools > Best Practice H ! Step 2

Assessment. :_ :

[

l'l-d t.h & I e :-------------------------------:
Upload or drag and drop the technica ° : : St ep 3

support file. I :

L . e P 4

?

r...._..-......_....__..............-......._-.._.....i

Map the zone type and area of the i :
architecture to each zone. : ! Step 4

|

:'"""'""""""""""“1

Follow the steps to download the BPA report H :
bundle. i i Step 5

S ——

Correct Answer:
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In either the NGFW or in Panorama, on the

]
I
Operations/Support tab, download the : Sttp 1
technical support file. :
"~ Log in to the Customer Support Portal (CSP) |
and navigate to Tools > Best Practice ] Step 2
Assessment. :
@
& : ; :
o ! Upload or drag and drgp the technical 1 Step 3
t support file. :
. L i
o
h d fth :
Map the zone type and area of the :
architecture to each zone, : Stﬁp 4
_______________________________ i
Follow the st tod load the BPA t-:
ollow the steps to download the repor
bundle. ; Step 5

Step 1. In either the NGFW or in Panorama, on the Operations/Support tab, download the technical support file.
Step 2. Log in to the Customer Support Portal (CSP) and navigate to Tools > Best Practice Assessment.

Step 3. Upload or drag and drop the technical support file.

Step 4. Map the zone type and area of the architecture to each zone.

Step 5.Follow the steps to download the BPA report bundle.

QUESTION 2

The web server is configured to listen for HTTP traffic on port 8080. The clients access the web server using the IP
address 1.1.1.100 on TCP Port 80. The destination NAT rule is configured to translate both IP address and report to

10.1.1.100 on TCP Port 8080.
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DST NAT: 1.1.1.100 to 10.1.1.100
Destination Port: 80toc 8080

untrust-13 trust-13
Wiy —
11.1.250 - ELERELE £1/2

192.1€8.1.0/24

I

|

I

i

I

i
dmaz-13__g
i
!
i

+.

10111002080

Which NAT and security rules must be configured on the firewall? (Choose two)

A. A security policy with a source of any from untrust-13 Zone to a destination of 10.1.1.100 in dmz-I3 zone using web-
browsing application

B. A NAT rule with a source of any from untrust-I3 zone to a destination of 10.1.1.100 in dmz-zone using service-http
service.

C. A NAT rule with a source of any from untrust-I3 zone to a destination of 1.1.1.100 in untrust-I3 zone using service-
http service.

D. A security policy with a source of any from untrust-13 zone to a destination of 1.1.100 in dmz-I3 zone using web-
browsing application.

Correct Answer: CD

QUESTION 3

During the process of developing a decryption strategy and evaluating which websites are required for corporate users
to access, several sites have been identified that cannot be decrypted due to technical reasons. In this case, the
technical reason is unsupported ciphers. Traffic to these sites will therefore be blocked if decrypted.

How should the engineer proceed?

A. Allow the firewall to block the sites to improve the security posture

B. Add the sites to the SSL Decryption Exclusion list to exempt them from decryption

C. Install the unsupported cipher into the firewall to allow the sites to be decrypted

D. Create a Security policy to allow access to those sites

Correct Answer: B
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https://docs.paloaltonetworks.com/pan-o0s/10-2/pan-os-admin/decryption/decryption-exclusions Traffic that breaks
decryption for technical reasons, such as using a pinned certificate, an incomplete certificate chain, unsupported
ciphers, or mutual authentication (attempting to decrypt the traffic results in blocking the traffic). Palo Alto Networks
provides a predefined SSL Decryption Exclusion list (DeviceCertificate ManagementSSL Decryption Exclusion) that
excludes hosts with applications and services that are known to break decryption technically from SSL Decryption by
default. If you encounter sites that break decryption technically and are not on the SSL Decryption Exclusion list, you
can add them to list manually by server hostname. The firewall blocks sites whose applications and services break
decryption technically unless you add them to the SSL Decryption Exclusion list.

QUESTION 4

What must be used in Security Policy Rule that contain addresses where NAT policy applies?
A. Pre-NAT addresse and Pre-NAT zones

B. Post-NAT addresse and Post-Nat zones

C. Pre-NAT addresse and Post-Nat zones

D. Post-Nat addresses and Pre-NAT zones

Correct Answer: C

QUESTION 5

Given the Sample Log Forwarding Profile shown, which two statements are true? (Choose two.)

Log Forwarding Profile

General-logging
[ Shared
| Enable enhanced application logging to Cortex Bata Lake including traffic and url logs

Dizable oweride

MAME LOG TYPE FILTER FORWARD METHOD
IngideTraftic waflic [mddr.sre in 192 168 00/ 16] and [sddr.src in 10 0.0.0/8] or « Panorama/Cortex Data Lake
[mddr.2r in 172.16.0.0/12)

Logging-Officad LLELLS [@dar.src in 192 168.100.0//24] Syslog

= yElogTDEplunk
General-Alerts traiffic [addr.src in 180.130.88.129] and [addr.dst in 192.168.180.0/24] Ermail

+« smip
Mty threat All Logs Ermail

s smp

A. All traffic from source network 192.168.100.0/24 is sent to an external syslog target.
B. All threats are logged to Panorama.

C. All traffic logs from RFC 1918 subnets are logged to Panorama / Cortex Data Lake.
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D. All traffic from source network 172.12.0.0/24 is sent to Panorama / Cortex Data Lake.
Correct Answer: AC

B is not correct as it is sent externally not to Panorama D is not correct as it is 172.12 (not 172.16)
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