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QUESTION 1

Which three authentication types can be used to authenticate users? (Choose three.) 

A. Local database authentication 

B. PingID 

C. Kerberos single sign-on 

D. GlobalProtect client 

E. Cloud authentication service 

Correct Answer: ACE 

The three authentication types that can be used to authenticate users are: 

A: Local database authentication. This is the authentication type that uses the local user database on the firewall or
Panorama to store and verify user credentials1. 

C: Cloud authentication service. This is the authentication type that uses a cloud- based identity provider, such as Okta,
PingOne, or PingFederate, to authenticate users and provide SAML assertions to the firewall or Panorama2. 

E: Kerberos single sign-on. This is the authentication type that uses the Kerberos protocol to authenticate users who are
logged in to a Windows domain and provide them with seamless access to resources on the firewall or Panorama3. 

 

QUESTION 2

An engineer troubleshooting a VPN issue needs to manually initiate a VPN tunnel from the CLI. Which CLI command
can the engineer use? 

A. test vpn flow 

B. test vpn Ike--sa 

C. test vpn tunnel 

D. test vpn gateway 

Correct Answer: B 

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClVGCA0 

 

QUESTION 3

Which GlobalProtect component must be configured to enable Clientless VPN? 

A. GlobalProtect satellite 

B. GlobalProtect app 
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C. GlobalProtect portal 

D. GlobalProtect gateway 

Correct Answer: C 

Creating the GlobalProtect portal is as simple as letting it know if you have accessed it already. A new gateway for
accessing the GlobalProtect portal will appear. Client authentication can be used with an existing one.
https://www.nstec.com/ how-to-configure-clientless-vpn-in-palo-alto/#5 

 

QUESTION 4

An administrator creates an application-based security policy rule and commits the change to the firewall. Which two
methods should be used to identify the dependent applications for the respective rule? (Choose two.) 

A. Use the show predefined xpath command and review the output. 

B. Review the App Dependency application list from the Commit Status view. 

C. Open the security policy rule and review the Depends On application list. 

D. Reference another application group containing similar applications. 

Correct Answer: BC 

These two methods allow the administrator to see the dependent applications for a security policy rule that uses
application-based criteria. The App Dependency application list shows the applications that are required for the rule to
function properly. The Depends On application list shows the applications that are implicitly added to the rule based on
the predefined dependencies. 

References: https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-new-features/app-id-features/simplified-application-
dependency-workflow https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/app-id/use-application-objects-in-
policy/resolve-application-dependencies 

 

QUESTION 5

How can a Palo Alto Networks firewall be configured to send syslog messages in a format compatible with non-standard
syslog servers? 

A. Enable support for non-standard syslog messages under device management 

B. Check the custom-format check box in the syslog server profile 

C. Select a non-standard syslog server profile 

D. Create a custom log format under the syslog server profile 

Correct Answer: D 
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