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QUESTION 1

What must be configured for the firewall to access multiple authentication profiles for external services to authenticate a
non-local account?

A. authentication sequence
B. LDAP server profile

C. authentication server list
D. authentication list profile

Correct Answer: A

QUESTION 2

What are the three DNS Security categories available to control DNS traffic? (Choose three.)
A. Parked Domains

B. Spyware Domains

C. Vulnerability Domains

D. Phishing Domains

E. Malware Domains

Correct Answer: ADE

https://docs.paloaltonetworks.com/pan-o0s/10-1/pan-os-admin/threat-prevention/dns-security/enable-dns-security
Malware—test-malware.testpanw.com Phishing—test-phishing.testpanw.com Parked—test-parked.testpanw.com

QUESTION 3

An administrator needs to create a Security policy rule that matches DNS traffic sourced from either the LAN or VPN
zones, destined for the DMZ or Untrust zones.

The administrator does not want to match traffic where the source and destination zones are LAN, and also does not
want to match traffic where the source and destination zones are VPN.

Which Security policy rule type should they use?
A. Interzone
B. Universal
C. Intrazone

D. Default
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Correct Answer: B

QUESTION 4

What is considered best practice with regards to committing configuration changes?

A. Wait until all running and pending jobs are finished before committing.

B. Export configuration after each single configuration change performed.

C. Validate configuration changes prior to committing.

D. Disable the automatic commit feature that prioritizes content database installations before committing.
Correct Answer: C

Reference: https://docs.paloaltonetworks.com/pan-o0s/9-1/pan-os-cli-quick-start/use-the-cli/commit-configuration-
changes

QUESTION 5

What are three valid information sources that can be used when tagging users to dynamic user groups? (Choose
three.)

A. Blometric scanning results from iOS devices

B. Firewall logs

C. Custom API scripts

D. Security Information and Event Management Systems (SIEMS), such as Splun
E. DNS Security service

Correct Answer: BCD

https://docs.paloaltonetworks.com/best-practices/10-1/user-id-best-practices/user-id-best-practices/user-id-best-
practices-for-dynamic-user-groups
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