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QUESTION 1

A coworker found a USB labeled "confidential in the parking lot. They inserted the drive and it infected their corporate
laptop with unknown malware The malware caused the laptop to begin infiltrating corporate data. Which Security Profile
feature could have been used to detect the malware on the laptop? 

A. DNS Sinkhole 

B. WildFire Analysis 

C. Antivirus 

D. DoS Protection 

Correct Answer: A 

The PA AV isnt running on the endpoint. Malware is delivered via USB. S, now only DNS sinkhole can get info about
infected endpoints.https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/threat-prevention/use-dns-queries-
toidentify-infected-hosts-on-the-network/dns-sinkholing. 

 

QUESTION 2

Which type of administrator account cannot be used to authenticate user traffic flowing through the firewall\\'s data
plane? 

A. Kerberos user 

B. SAML user 

C. local database user 

D. local user 

Correct Answer: D 

 

 

QUESTION 3

Where in Panorama would Zone Protection profiles be configured? 

A. Templates 

B. Device Groups 

C. Shared 

D. Panorama tab 

Correct Answer: A 
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https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-firewalls/use-case-configure-firewalls-using-
panorama/set-up-your-centralized-configuration-and-policies/use-templates-to-administer-a-base-configuration 

 

QUESTION 4

Actions can be set for which two items in a URL filtering security profile? (Choose two.) 

A. Block List 

B. Custom URL Categories 

C. PAN-DB URL Categories 

D. Allow List 

Correct Answer: BC 

 

 

QUESTION 5

Access to which feature requires a URL Filtering license? 

A. PAN-DB database 

B. External dynamic lists 

C. DNS Security 

D. Custom URL categories 

Correct Answer: A 

Reference: https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/getting-started/activate-licenses-and-
subscriptions.html 
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