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QUESTION 1

Identify the correct order to configure the PAN-OS integrated USER-ID agent. 

1.

 create a service account on the Domain Controller with sufficient permissions to execute the User- ID agent 

2.

 define the address of the servers to be monitored on the firewall 

3.

 add the service account to monitor the server(s) 

4.

 commit the configuration, and verify agent connection status 

A. 2-3-4-1 

B. 1-4-3-2 

C. 3-1-2-4 

D. 1-3-2-4 

Correct Answer: D 

 

QUESTION 2

Which administrator receives a global notification for a new malware that infects hosts. The infection will result in the
infected host attempting to contact and command-and-control (C2) server. Which security profile components will detect
and prevent this threat after the firewall`s signature database has been updated? 

A. antivirus profile applied to outbound security policies 

B. data filtering profile applied to inbound security policies 

C. data filtering profile applied to outbound security policies 

D. vulnerability profile applied to inbound security policies 

Correct Answer: A 

https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-upgrade/software-and-content-updates/dynamic-content-
updates#:~:text=Antivirus%20updates%20are%20released%20every,ll%20need%20a%20WildFire%20subscription. 

 

QUESTION 3
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Starting with PAN_OS version 9.1 which new type of object is supported for use within the user field of a security policy
rule? 

A. local username 

B. dynamic user group 

C. remote username 

D. static user group 

Correct Answer: B 

 

QUESTION 4

For the firewall to use Active Directory to authenticate users, which Server Profile is required in the Authentication
Profile? 

A. TACACS+ 

B. RADIUS 

C. LDAP 

D. SAML 

Correct Answer: C 

Reference: 

https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/authentication/configure-an- authenticationprofile-and-
sequence 

 

QUESTION 5

An administrator configured a Security policy rule with an Antivirus Security profile. The administrator did not change the
action for the profile. If a virus gets detected, how will the firewall handle the traffic? 

A. It allows the traffic because the profile was not set to explicitly deny the traffic. 

B. It drops the traffic because the profile was not set to explicitly allow the traffic. 

C. It uses the default action assigned to the virus signature. 

D. It allows the traffic but generates an entry in the Threat logs. 

Correct Answer: B 
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