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QUESTION 1

What kind of the threat typically encrypts user files?
A. ransomware

B. SQL injection attacks

C. Zero-day exploits

D. supply-chain attacks

Correct Answer: A

QUESTION 2

Where can SHA256 hash values be used in Cortex XDR Malware Protection Profiles?
A. in the macOS Malware Protection Profile to indicate allowed signers

B. in the Linux Malware Protection Profile to indicate allowed Java libraries

C. SHA256 hashes cannot be used in Cortex XDR Malware Protection Profiles

D. in the Windows Malware Protection Profile to indicate allowed executables

Correct Answer: D

QUESTION 3

Cortex XDR Analytics can alert when detecting activity matching the following MITRE ATTandCKTM techniques.
A. Exfiltration, Command and Control, Collection

B. Exfiltration, Command and Control, Privilege Escalation

C. Exfiltration, Command and Control, Impact

D. Exfiltration, Command and Control, Lateral Movement

Correct Answer: D

QUESTION 4
Which profiles can the user use to configure malware protection in the Cortex XDR console?
A. Malware Protection profile

B. Malware profile
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C. Malware Detection profile
D. Anti-Malware profile

Correct Answer: B

QUESTION 5

An attacker tries to load dynamic libraries on macOS from an unsecure location. Which Cortex XDR module can prevent
this attack?

A. DDL Security

B. Hot Patch Protection

C. Kernel Integrity Monitor (KIM)
D. Dylib Hijacking

Correct Answer: D
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