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QUESTION 1

Which Type of IOC can you define in Cortex XDR?
A. destination port

B. e-mail address

C. full path

D. App-ID

Correct Answer: C

QUESTION 2

Network attacks follow predictable patterns. If you interfere with any portion of this pattern, the attack will be neutralized.
Which of the following statements is correct?

A. Cortex XDR Analytics allows to interfere with the pattern as soon as it is observed on the firewall.
B. Cortex XDR Analytics does not interfere with the pattern as soon as it is observed on the endpoint.

C. Cortex XDR Analytics does not have to interfere with the pattern as soon as it is observed on the endpoint in order to
prevent the attack.

D. Cortex XDR Analytics allows to interfere with the pattern as soon as it is observed on the endpoint.

Correct Answer: A

QUESTION 3

Cortex XDR Analytics can alert when detecting activity matching the following MITRE ATTandCKTM techniques.
A. Exfiltration, Command and Control, Collection

B. Exfiltration, Command and Control, Privilege Escalation

C. Exfiltration, Command and Control, Impact

D. Exfiltration, Command and Control, Lateral Movement

Correct Answer: D

QUESTION 4
Which module provides the best visibility to view vulnerabilities?

A. Live Terminal module
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B. Device Control Violations module
C. Host Insights module
D. Forensics module

Correct Answer: C

QUESTION 5

What kind of the threat typically encrypts user files?
A. ransomware

B. SQL injection attacks

C. Zero-day exploits

D. supply-chain attacks

Correct Answer: A
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