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QUESTION 1

A Prisma Cloud administrator is onboarding a single GCP project to Prisma Cloud. Which two steps can be performed
by the Terraform script? (Choose two.)

A. enable ow logs for Prisma Cloud.

B. create the Prisma Cloud role.

C. enable the required APIs for Prisma Cloud.
D. publish the ow log to a storage bucket.

Correct Answer: BC

QUESTION 2

Creation of a new custom compliance standard that is based on other individual custom compliance standards needs to
be automated.

Assuming the necessary data from other standards has been collected, which API order should be used for this new
compliance standard?

A. 1) https://api.prismacloud.io/compliance/add 2) https://api.prismacloud.io/compliance/requirementld/section 3)
https://api.prismacloud.io/compliance/complianceld/requirement

B. 1) https://api.prismacloud.io/compliance 2) https://api.prismacloud.io/compliance/complianceld/requirement 3)
https://api.prismacloud.io/compliance/requirementld/section

C. 1) https://api.prismacloud.io/compliance/add 2) https://api.prismacloud.io/compliance/complianceld/requirement 3)
https://api.prismacloud.io/compliance/requirementld/section

D. 1) https://api.prismacloud.io/compliance 2) https://api.prismacloud.io/compliance/requirementid/section 3)
https://api.prismacloud.io/compliance/complianceld/requirement

Correct Answer: B

https://api.prismacloud.io/compliance Add Compliance Standard
https://api.prismacloud.io/compliance/complianceld/requirement Add Compliance Requirement
https://api.prismacloud.io/compliance/requirementld/section Add Compliance Requirement Section

https://pan.dev/prisma-cloud/api/cspm/get-all-standards/

QUESTION 3

Which command should be used in the Prisma Cloud twistcli tool to scan the nginx:latest image for vulnerabilities and
compliance issues?
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A. $ twistcli images scan --console-address --user --password --output-file scan-results.json nginx:latest
B. $ twistcli images scan --address --user --password --details nginx:latest

C. $ twistcli images build --console-address --user --password --details nginx:latest

D. $ twistcli images scan --address --username --password --details nginx:latest

Correct Answer: B

QUESTION 4

Which method should be used to authenticate to Prisma Cloud Enterprise programmatically?
A. single sign-on

B. SAML

C. basic authentication

D. access key

Correct Answer: D

Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/get-started-with-prisma-
cloud/access-the-prisma-cloud-api.html

QUESTION 5
Which alerts are fixed by enablement of automated remediation?
A. All applicable open alerts regardless of when they were generated, with alert status updated to "resolved"

B. Only the open alerts that were generated before the enablement of remediation, with alert status updated to
"resolved"

C. All applicable open alerts regardless of when they were generated, with alert status updated to "dismissed"
D. Only the open alerts that were generated after the enablement of remediation, with alert status updated to "resolved"”
Correct Answer: A

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/manage-prisma-cloud-alerts/configure-
prisma-cloud-to-automatically-remediate-alerts
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