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QUESTION 1

Which action must be taken prior to a successful ransomware attack to enable recovery from the attack?
A. create a data snapshot on your IDS device

B. back up all hosts that contain critical data

C. update all firewall malware signatures

D. limit external exposure of internal DNS resource records

Correct Answer: B

QUESTION 2

Which two reconnaissance tools might an attacker use to scan for vulnerable network services and settings? (Choose
two.)

A. bandwidth analyzer
B. intrusion detection
C. port scanner

D. password cracker

Correct Answer: CD

QUESTION 3

What does Palo Alto Networks Traps do first when an endpoint is asked to run an executable?
A. send the executable to WildFire

B. run a static analysis

C. run a dynamic analysis

D. check its execution policy

Correct Answer: D

QUESTION 4
Which type of SaaS application is allowed and provided by an IT department?

A. tolerated
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B. certified

C. sanctioned

D. unsanctioned
Correct Answer: C

Reference: https://www.paloaltonetworks.com/cyberpedia/saas-security

QUESTION 5

From which resource can a Palo Alto Networks firewall get URL category information for URLs whose categories cannot
be found on the firewall?

A. App-ID database
B. WildFire

C. PDF file

D. PAN-DB database

Correct Answer: D
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