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QUESTION 1

Which security component should you configure to block viruses not seen and blocked by the perimeter firewall?

A. strong endpoint passwords
B. endpoint disk encryption
C. endpoint antivirus software
D. endpoint NIC ACLs

Correct Answer: C

QUESTION 2

How does machine learning enhance WildFire operation?

A. analyzes file sample characteristics during static analysis

B. determines which file samples should be forwarded to WildFire

C. determines the optimum OS WildFire uses to analyze file samples
D. analyzes file sample characteristics during dynamic analysis

Correct Answer: D

QUESTION 3

Which type of cloud computing deployment makes resources exclusively available to members of a single
organization?

A. local

B. private
C. hybrid
D. public

Correct Answer: B

QUESTION 4
What is an effective defense against a denial-of-service attack?

A. deploy a firewall to reject suspect network packets
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B. flood the DoS source with ICMP echo requests to reduce attack output
C. contact the upstream ISP and disconnect affected network interfaces
D. configure additional network interfaces for legitimate network traffic

Correct Answer: C

QUESTION 5

Which type of security device uses a single-pass, parallel processor hardware architecture to accelerate content
inspection?

A. unified threat management
B. stateless firewalls

C. next-generation firewall

D. PoS-based firewall

Correct Answer: C
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