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QUESTION 1

When accessing an intranet website, a certificate error is received. What can be done to move past the certificate error
and ensure that the error is not received the next time the website is accessed? 

A. install the website certificate into the web browser 

B. request trusted access from the web developer 

C. enable TLS 2.0 in the advanced options of the web browser 

D. trust the web developer for the application 

Correct Answer: A 

 

QUESTION 2

Which security principle describes the practice of giving users the minimum rights to access the resources necessary to
do their jobs? 

A. known privilege 

B. least privilege 

C. user privilege 

D. lowest privilege 

Correct Answer: B 

 

QUESTION 3

Which network security architecture feature is designed to purposely expose some of an organization\\'s services to
untrusted networks? 

A. network zone 

B. security zone 

C. demilitarized zone 

D. military zone 

Correct Answer: C 

 

QUESTION 4

You discover an infected email attachment that contains software code that attacks a known vulnerability in a popular
social networking application. This type of software code belongs to which type of malware category? 
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A. social engineering 

B. virus 

C. pharming 

D. exploit 

Correct Answer: D 

 

QUESTION 5

DRAG DROP 

Match each type of breach to its consequence. 

Select and Place: 

Correct Answer: 
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