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QUESTION 1

Which type of attack floods a target with ICMP requests?
A. route table poisoning

B. reconnaissance

C. IP spoofing

D. denial-of-service

Correct Answer: D

QUESTION 2
DRAG DROP
Match the tool to its capability.

Select and Place:

Nmap Drag answer here network analyzer
Nessus Drag answer here vulnerability scanner
Wireshark || Drag answer here port scanner

Correct Answer:

MNmap port scanner ‘

Nessus vulnerability scanncr

Wireshark network analyzer ‘

QUESTION 3
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Which type of cloud computing deployment is available to any person or organization who can pay the usage fees?
A. public

B. hybrid

C. private

D. local

Correct Answer: A

QUESTION 4

Which network security architecture feature is designed to purposely expose some of an organization\\'s services to
untrusted networks?

A. network zone
B. security zone
C. demilitarized zone
D. military zone

Correct Answer: C

QUESTION 5

On an endpoint, which method should you use to secure applications against exploits?
A. full-disk encryption

B. strong user passwords

C. software patches

D. endpoint-based firewall

Correct Answer: D
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