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QUESTION 1

Which option lists the correct sequence of a TCP three-way handshake? 

A. SYN, ACK, SYN 

B. SYN, SYN+ACK, ACK 

C. SYN, ACK, FIN 

D. SYN, SYN+ACK, FIN 

Correct Answer: B 

 

QUESTION 2

Which option describes a characteristic of a distributed denial-of-service attack? 

A. uses multiple types of malware to corrupt system services 

B. uses a single remote host to delete data from multiple target servers 

C. uses a single remote host to flood a target network with traffic 

D. uses a botnet to flood traffic to a target network 

Correct Answer: D 

 

QUESTION 3

Which two items operate at the network layer in the OSI network model? (Choose two.) 

A. IP address 

B. router 

C. switch 

D. MAC address 

Correct Answer: AB 

 

QUESTION 4

Review the exhibit and identify the type of vulnerability or attack that is commonly used against this technology. 
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A. phishing 

B. denial-of-service 

C. code-injection 

D. password cracking 

Correct Answer: D 

 

QUESTION 5

Which type of attack floods a target with ICMP requests? 

A. route table poisoning 

B. reconnaissance 

C. IP spoofing 

D. denial-of-service 

Correct Answer: D 
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