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QUESTION 1

In which type of cloud computing service does an organization own and control application data, but not the
application? 

A. platform as a service 

B. computing as a service 

C. infrastructure as a service 

D. software as a service 

Correct Answer: D 

 

QUESTION 2

Palo Alto Networks App-ID uses information from which source to help identify an application in network traffic? 

A. PAN-DB URL database 

B. traffic behavioral analysis 

C. source port in packet header 

D. destination IP address in packet header 

Correct Answer: B 

 

QUESTION 3

Which type of adversary would execute a website defacement attack to promote a political agenda? 

A. script kiddie 

B. hacktivist 

C. gray hat hacker 

D. state sponsored hacker 

Correct Answer: B 

 

QUESTION 4

Which type of attack floods a target with TCP SYN requests? 

A. route table poisoning 
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B. reconaissance 

C. denial-of-service 

D. IP spoofing 

Correct Answer: C 

 

QUESTION 5

A firewall located on an organization\\'s network perimeter can be used to protect against which type of attack? 

A. a malicious SaaS application file accessed from an unmanaged mobile phone 

B. ransomware installed from an infected USB drive 

C. malware installed on the laptop by a disgruntled employee 

D. a malicious PDF file located on an internet website 

Correct Answer: D 
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