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QUESTION 1

Which network security architecture feature is designed to purposely expose some of an organization\\'s services to
untrusted networks? 

A. network zone 

B. security zone 

C. demilitarized zone 

D. military zone 

Correct Answer: C 

 

QUESTION 2

Which security component can detect command-and-control traffic sent from multiple endpoints within a corporate data
center? 

A. stateless firewall 

B. next-generation firewall 

C. personal endpoint firewall 

D. port-based firewall 

Correct Answer: B 

 

QUESTION 3

Which type of adversary would commit cybercrimes with the authorization of their country\\'s government? 

A. state-sponsored 

B. hacktivist 

C. gray hat 

D. white hat 

Correct Answer: A 

 

QUESTION 4

Which type of attack floods a target with TCP SYN requests? 

A. route table poisoning 
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B. reconaissance 

C. denial-of-service 

D. IP spoofing 

Correct Answer: C 

 

QUESTION 5

What does a hypervisor enable? 

A. high-speed searching of already aggregated security log files 

B. high-speed aggregation and viewing of security log files 

C. multiple physical machines to be configured into a high-performance cluster 

D. multiple guest operating systems to run on a single physical machine 

Correct Answer: D 
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