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QUESTION 1

SecOps consists of interfaces, visibility, technology, and which other three elements? (Choose three.)
A. People

B. Accessibility

C. Processes

D. Understanding

E. Business

Correct Answer: ACE

The six pillars include:

1.

Business (goals and outcomes)

2.

People (who will perform the work)

3.

Interfaces (external functions to help achieve goals)

4.

Visibility (information needed to accomplish goals)

5.

Technology (capabilities needed to provide visibility and enable people)
6.

Processes (tactical steps required to execute on goals) All elements must tie back to the business itself and the goals
of the security operations

QUESTION 2
What are three benefits of SD-WAN infrastructure? (Choose three.)

A. Improving performance of SaaS applications by requiring all traffic to be back-hauled through the corporate
headquarters network

B. Promoting simplicity through the utilization of a centralized management structure

C. Utilizing zero-touch provisioning for automated deployments
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D. Leveraging remote site routing technical support by relying on MPLS

E. Improving performance by allowing efficient access to cloud-based resources without requiring back- haul traffic to a
centralized location

Correct Answer: BCE

Simplicity: Because each device is centrally managed, with routing based on application policies, WAN managers can
create and update security rules in real time as network requirements change. Also, when SD-WAN is combined with
zero-touch provisioning, a feature that helps automate the deployment and configuration processes, organizations can
further reduce the complexity, resources, and operating expenses required to spin up new sites. Improved performance:

By allowing efficient access to cloud- based resources without the need to backhaul traffic to centralized locations,
organizations can provide a better user experience.

QUESTION 3

Which product from Palo Alto Networks enables organizations to prevent successful cyberattacks as well as simplify
and strengthen security processes?

A. Expedition

B. AutoFocus

C. MineMeld

D. Cortex XDR
Correct Answer: D

From a business perspective, XDR platforms enable organizations to prevent successful cyberattacks as well as
simplify and strengthen security processes.

QUESTION 4

Which organizational function is responsible for security automation and eventual vetting of the solution to help ensure
consistency through machine-driven responses to security issues?

A. NetOps

B. SecOps

C. SecDevOps

D. DevOps

Correct Answer: B

Security operations (SecOps) is a necessary function for protecting the digital way of life, for global businesses and
customers. SecOps requires continuous improvement in operations to handle fast- evolving threats. SecOps needs to
arm security operations professionals with high-fidelity intelligence, contextual data, and automated prevention

workflows to quickly identify and respond to these threats. SecOps must leverage automation to reduce strain on
analysts and execute the Security Operation Center\\'s (SOC) mission to identify, investigate, and mitigate threats.
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QUESTION 5

An Administrator wants to maximize the use of a network address. The network is 192.168.6.0/24 and there are three
subnets that need to be created that can not overlap. Which subnet would you use for the network with 120 hosts?

Requirements for the three subnets:
Subnet 1: 3 host addresses

Subnet 2: 25 host addresses
Subnet 3: 120 host addresses
A.192.168.6.168/30

B. 192.168.6.0/25

C. 192.168.6.160/29

D. 192.168.6.128/27

Correct Answer: B
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