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QUESTION 1
DRAG DROP

Given the graphic, match each stage of the cyber-attack lifecycle to its description.
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Unauthorized Use

Select and Place:

reconnaissance

weaponization

delivery

exploitation

installation

command and control

Correct Answer:
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reconnaissance attacker will plan the cyber-attack
weaponization attacker wil detemne which m
to use to compromise an endpoint
delivery attacker will distribute their
weaponized payload to an endpoint
s attacker will trigger a
exploitation :
P weaponized payload
; escalate privileges on
installation a compromised endpoint
establish secure communication
command and control channel to servers across the internet
to reshape attack objectives

QUESTION 2

An Administrator wants to maximize the use of a network address. The network is 192.168.6.0/24 and there are three
subnets that need to be created that can not overlap. Which subnet would you use for the network with 120 hosts?

Requirements for the three subnets:
Subnet 1: 3 host addresses

Subnet 2: 25 host addresses
Subnet 3: 120 host addresses

A. 192.168.6.168/30

B. 192.168.6.0/25

C. 192.168.6.160/29

D. 192.168.6.128/27

Correct Answer: B

QUESTION 3
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SecOps consists of interfaces, visibility, technology, and which other three elements? (Choose three.)
A. People

B. Accessibility

C. Processes

D. Understanding

E. Business

Correct Answer: ACE

The six pillars include:

1.

Business (goals and outcomes)

2.

People (who will perform the work)

3.

Interfaces (external functions to help achieve goals)

4.

Visibility (information needed to accomplish goals)

5.

Technology (capabilities needed to provide visibility and enable people)
6.

Processes (tactical steps required to execute on goals) All elements must tie back to the business itself and the goals
of the security operations

QUESTION 4
Which characteristic of serverless computing enables developers to quickly deploy application code?

A. Uploading cloud service autoscaling services to deploy more virtual machines to run their application code based on
user demand

B. Uploading the application code itself, without having to provision a full container image or any OS virtual machine
components

C. Using cloud service spot pricing to reduce the cost of using virtual machines to run their application code

D. Using Container as a Service (CaaS) to deploy application containers to run their code.
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Correct Answer: B
"In serverless apps, the developer uploads only the app package itself, without a full container image or any OS

components. The platform dynamically packages it into an image, runs the image in a container, and (if needed)
instantiates the underlying host OS and VM and the hardware required to run them."

QUESTION 5

Which type of malware takes advantage of a vulnerability on an endpoint or server?
A. technique

B. patch

C. vulnerability

D. exploit

Correct Answer: A
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