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QUESTION 1

Why is it important to protect East-West traffic within a private cloud? 

A. All traffic contains threats, so enterprises must protect against threats across the entire network 

B. East-West traffic contains more session-oriented traffic than other traffic 

C. East-West traffic contains more threats than other traffic 

D. East-West traffic uses IPv6 which is less secure than IPv4 

Correct Answer: A 

 

QUESTION 2

Which Palo Alto subscription service identifies unknown malware, zero-day exploits, and advanced persistent threats
(APTs) through static and dynamic analysis in a scalable, virtual environment? 

A. DNS Security 

B. URL Filtering 

C. WildFire 

D. Threat Prevention 

Correct Answer: C 

"The WildFire cloud-based malware analysis environment is a cyber threat prevention service that identifies unknown
malware, zero-day exploits, and advanced persistent threats (APTs) through static and dynamic analysis in a scalable,
virtual environment. WildFire automatically disseminates updated protections in near-real time to immediately prevent
threats from spreading; this occurs without manual intervention" 

 

QUESTION 3

Which pillar of Prisma Cloud application security addresses ensuring that your cloud resources and SaaS applications
are correctly configured? 

A. visibility, governance, and compliance 

B. network protection 

C. dynamic computing 

D. compute security 

Correct Answer: A 

Ensuring that your cloud resources and SaaS applications are correctly configured and adhere to your organization\\'s
security standards from day one is essential to prevent successful attacks. Also, making sure that these applications,
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and the data they collect and store, are properly protected and compliant is critical to avoid costly fines, a tarnished
image, and loss of customer trust. Meeting security standards and maintaining compliant environments at scale, and
across SaaS applications, is the new expectation for security teams. 

 

QUESTION 4

Which network analysis tool can be used to record packet captures? 

A. Smart IP Scanner 

B. Wireshark 

C. Angry IP Scanner 

D. Netman 

Correct Answer: B 

 

QUESTION 5

During the OSI layer 3 step of the encapsulation process, what is the Protocol Data Unit (PDU) called when the IP stack
adds source (sender) and destination (receiver) IP addresses? 

A. Frame 

B. Segment 

C. Packet 

D. Data 

Correct Answer: C 

The IP stack adds source (sender) and destination (receiver) IP addresses to the TCP segment (which now is called an
IP packet) and notifies the server operating system that it has an outgoing message ready to be sent across the
network. 
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