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QUESTION 1

Which Palo Alto Networks tools enable a proactive, prevention-based approach to network automation that accelerates
security analysis?

A. MineMeld

B. AutoFocus

C. WildFire

D. Cortex XDR

Correct Answer: B

"Palo Alto Networks AutoFocus enables a proactive, prevention-based approach to network security that puts
automation to work for security professionals. Threat intelligence from the service is made directly accessible in the Palo

Alto Networks platform, including PAN-OS software and Panorama. AutoFocus speeds the security team\\'s existing
workflows, which allows for in-depth investigation into suspicious activity, without additional specialized resources."

QUESTION 2

In an IDS/IPS, which type of alarm occurs when legitimate traffic is improperly identified as malicious traffic?

A. False-positive

B. True-negative

C. False-negative

D. True-positive

Correct Answer: A

In anti-malware, a false positive incorrectly identifies a legitimate file or application as malware. A false negative

incorrectly identifies malware as a legitimate file or application. In intrusion detection, a false positive incorrectly
identifies legitimate traffic as a threat, and a false negative incorrectly identifies a threat as legitimate traffic.

QUESTION 3

In which two cloud computing service models are the vendors responsible for vulnerability and patch management of
the underlying operating system? (Choose two.)

A. SaaS
B. PaaS
C. On-premises

D. laaS
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Correct Answer: AB

QUESTION 4

Which option is an example of a North-South traffic flow?

A. Lateral movement within a cloud or data center

B. An internal three-tier application

C. Client-server interactions that cross the edge perimeter

D. Traffic between an internal server and internal user

Correct Answer: C

North-south refers to data packets that move in and out of the virtualized environment from the host network or a

corresponding traditional data center. North-south traffic is secured by one or more physical form factor perimeter edge
firewalls.

QUESTION 5
DRAG DROP
Match the Palo Alto Networks WildFire analysis verdict with its definition.

Select and Place:

Answer Area

Benign malicious in intent and can
pose a security threat

Grayware does not pose a direct
security threat

Malware does not exhibit a malicious
behavior

Correct Answer:
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Answer Area
Malware malicious in intent and can
pose a security threat
Grayware does _nnt pose a direct
i security threat
Benign does not exhibit a malicious

behavior

Benign: Safe and does not exhibit malicious behavior Grayware: No security risk but might display obtrusive behavior
(for example, adware, spyware, and browser helper objects)

Malware: Malicious in nature and intent and can pose a security threat (for example, viruses, worms, trojans, root kits,
botnets, and remote-access toolkits) Phishing: Malicious attempt to trick the recipient into revealing sensitive data
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