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QUESTION 1

Which subnet does the host 192.168.19.36/27 belong?
A.192.168.19.0

B. 192.168.19.16

C.192.168.19.64

D. 192.168.19.32

Correct Answer: D

QUESTION 2

Which type of Wi-Fi attack depends on the victim initiating the connection?

A. Evil twin

B. Jasager

C. Parager

D. Mirai

Correct Answer: A

Perhaps the easiest way for an attacker to find a victim to exploit is to set up a wireless access point that serves as a
bridge to a real network. An attacker can inevitably bait a few victims with "free Wi-Fi access." The main problem with
this approach is that it requires a potential victim to stumble on the access point and connect. The attacker can\\'t easily

target a specific victim, because the attack depends on the victim initiating the connection.
https://www.paloaltonetworks.com/blog/2013/11/wireless-man-middle/

QUESTION 3

In an IDS/IPS, which type of alarm occurs when legitimate traffic is improperly identified as malicious traffic?

A. False-positive

B. True-negative

C. False-negative

D. True-positive

Correct Answer: A

In anti-malware, a false positive incorrectly identifies a legitimate file or application as malware. A false negative

incorrectly identifies malware as a legitimate file or application. In intrusion detection, a false positive incorrectly
identifies legitimate traffic as a threat, and a false negative incorrectly identifies a threat as legitimate traffic.
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QUESTION 4

What is required for a SIEM to operate correctly to ensure a translated flow from the system of interest to the SIEM data
lake?

A. connectors and interfaces
B. infrastructure and containers
C. containers and developers
D. data center and UPS

Correct Answer: A

QUESTION 5

In the attached network diagram, which device is the switch?

A A
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Correct Answer: D
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