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QUESTION 1

When signature-based antivirus software detects malware, what three things does it do to provide protection? (Choose
three.)

A. decrypt the infected file using base64
B. alert system administrators

C. quarantine the infected file

D. delete the infected file

E. remove the infected file\\'s extension

Correct Answer: CDE

QUESTION 2

Which network device breaks networks into separate broadcast domains?
A. Hub

B. Layer 2 switch

C. Router

D. Wireless access point

Correct Answer: C

A layer 2 switch will break up collision domains but not broadcast domains. To break up broadcast domains you need a
Layer 3 switch with vlan capabilities.

QUESTION 3

Which analysis detonates previously unknown submissions in a custom-built, evasion- resistant virtual environment to
determine real-world effects and behavior?

A. Dynamic

B. Pre-exploit protection
C. Bare-metal

D. Static

Correct Answer: A

The WildFire cloud-based malware analysis environment is a cyber threat prevention service that identifies unknown
malware, zero-day exploits, and advanced persistent threats (APTs) through static and dynamic analysis in a scalable,
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virtual environment.

QUESTION 4

Which two network resources does a directory service database contain? (Choose two.)
A. Services

B. /etc/shadow files

C. Users

D. Terminal shell types on endpoints

Correct Answer: AC

A directory service is a database that contains information about users, resources, and services in a network.

QUESTION 5

What is used to orchestrate, coordinate, and control clusters of containers?

A. Kubernetes

B. Prisma Saas

C. Docker

D. CN-Series

Correct Answer: A

As containers grew in popularity and used diversified orchestrators such as Kubernetes (and its derivatives, such as

OpenShift), Mesos, and Docker Swarm, it became increasingly important to deploy and operate containers at scale.
https:// www.dynatrace.com/news/blog/kubernetes-vs-docker/
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