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QUESTION 1

Refer to the exhibits. 

Exhibit A 

Exhibit B 

Exhibit C 
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A customer is trying to set up a VPN with a FortiGate, but they do not have a backup of the configuration. Output during
a troubleshooting session is shown in the exhibits A and B and a baseline VPN configuration is shown in Exhibit C
Referring to the exhibits, which configuration will restore VPN connectivity? 
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A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: C 

Explanation: The output in Exhibit A shows that the VPN tunnel is not established because the peer IP address is
incorrect. The output in Exhibit B shows that the peer IP address is 192.168.1.100, but the baseline VPN configuration
in Exhibit C shows that the peer IP address should be 192.168.1.101. To restore VPN connectivity, you need to change
the peer IP address in the VPN tunnel configuration to 192.168.1.101. The correct configuration is shown below: config
vpn ipsec phase1-interface edit "wan" set peer-ip 192.168.1.101 set peer-id 192.168.1.101 set dhgrp 1 set auth-mode
psk set psk SECRET_PSK next end Option A is incorrect because it does not change the peer IP address. Option B is
incorrect because it changes the peer IP address to 192.168.1.100, which is the incorrect IP address. Option D is
incorrect because it does not include the necessary configuration for the VPN tunnel. 

 

QUESTION 2

A remote IT Team is in the process of deploying a FortiGate in their lab. The closed environment has been configured to
support zero-touch provisioning from the FortiManager, on the same network, via DHCP options. After waiting 15
minutes, they are reporting that the FortiGate received an IP address, but the zero-touch process failed. 

The exhibit below shows what the IT Team provided while troubleshooting this issue: 

Which statement explains why the FortiGate did not install its configuration from the FortiManager? 

A. The FortiGate was not configured with the correct pre-shared key to connect to the FortiManager 

B. The DHCP server was not configured with the FQDN of the FortiManager 

C. The DHCP server used the incorrect option type for the FortiManager IP address. 

D. The configuration was modified on the FortiGate prior to connecting to the FortiManager 

Correct Answer: C 

Explanation: C is correct because the DHCP server used the incorrect option type for the FortiManager IP address. The
option type should be 43 instead of 15, as shown in the FortiManager Administration Guide under Zero-Touch
Provisioning > Configuring DHCP options for ZTP. References:
https://docs.fortinet.com/document/fortimanager/7.4.0/administration-guide/568591/high-
availabilityhttps://docs.fortinet.com/document/fortimanager/7.4.0/administration- guide/568591/high-
availability/568592/configuring-ha-options 

 

QUESTION 3

Which two methods are supported for importing user defined Lookup Table Data into the FortiSIEM? (Choose two.) 
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A. Report 

B. FTP 

C. API D. SCP 

Correct Answer: AC 

Explanation: FortiSIEM supports two methods for importing user defined Lookup Table Data: 

Report: You can import lookup table data from a report. This is the most common method for importing lookup table
data. 

API: You can also import lookup table data using the FortiSIEM API. This is a more advanced method that allows you to
import lookup table data programmatically. 

FTP, SCP, and other file transfer protocols are not supported for importing lookup table data into FortiSIEM. 

Reference:https://help.fortinet.com/fsiem/6-7-4/Online- Help/HTML5_Help/importing_lookup_table_data.htm 

 

QUESTION 4

What is the benefit of using FortiGate NAC LAN Segments? 

A. It provides support for multiple DHCP servers within the same VLAN. 

B. It provides physical isolation without changing the IP address of hosts. 

C. It provides support for IGMP snooping between hosts within the same VLAN 

D. It allows for assignment of dynamic address objects matching NAC policy. 

Correct Answer: D 

Explanation: FortiGate NAC LAN Segments are a feature that allows users to assign different VLANs to different LAN
segments without changing the IP address of hosts or bouncing the switch port. This provides physical isolation while
maintaining firewall sessions and avoiding DHCP issues. One benefit of using FortiGate NAC LAN Segments is that it
allows for assignment of dynamic address objects matching NAC policy. This means that users can create firewall
policies based on dynamic address objects that match the NAC policy criteria, such as device type, OS type, MAC
address, etc. This simplifies firewall policy management and enhances security byapplying different security profiles to
different types of devices. References: https://docs.fortinet.com/document/fortigate/7.0.0/new-features/856212/nac-lan-
segments- 7-0-1 

 

QUESTION 5

Refer to the exhibits. 
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An administrator has configured a FortiGate and Forti Authenticator for two-factor authentication with FortiToken push
notifications for their SSL VPN login. Upon initial review of the setup, the administrator has discovered that the
customers can manually type in their two-factor code and authenticate but push notifications do not work 

Based on the information given in the exhibits, what must be done to fix this? 

A. On FG-1 port1, the ftm access protocol must be enabled. 

B. FAC-1 must have an internet routable IP address for push notifications. 

C. On FG-1 CLI, the ftm-push server setting must point to 100.64.141. 

D. On FAC-1, the FortiToken public IP setting must point to 100.64.1 41 
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Correct Answer: B 

Explanation: FortiToken push notifications require that the FortiAuthenticator has an internet routable IP address. This is
because the FortiAuthenticator uses this IP address to send push notifications to the FortiGate. 

The other options are not correct. Enabling the ftm access protocol on FG-1 port1 is not necessary for push notifications
to work. The ftm-push server setting on FG-1 CLI should already point to the FortiAuthenticator\\'s IP address. The 

FortiToken public IP setting on FAC-1 is not relevant to push notifications. 

Here is a table that summarizes the different options: 
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