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QUESTION 1

You are asked to add a FortiDDoS to the network to combat detected slow connection attacks such as 

Slowloris. 

Which prevention mode on FortiDDoS will protect you against this specific type of attack? 

A. asymmetric mode 

B. aggressive aging mode 

C. rate limiting mode 

D. blocking mode 

Correct Answer: B 

 

QUESTION 2

Refer to the exhibit. 
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You are trying to configure Link-Aggregation Group (LAG), but ports A and B do not appear on the list of member
options. 

Referring to the exhibit, which statement is correct in this situation? 

A. The FortiGate interfaces are defective and require replacement. 

B. The FortiGate model does not have an Integrated Switch Fabric (ISF). 

C. The FortiGate model being used does not support LAG. 

D. The FortiGate SFP+ slot does not have the correct module. 

Correct Answer: B 

 

QUESTION 3

Refer to the exhibit. 

You need to apply the security features listed below to the network shown in the exhibit. 

High grade DDoS protection Web security and load balancing for Server 1 and Server 2 Solution must be PCI DSS
compliant Enhanced security to DNS 1 and DNS 2 

What are three solutions for this scenario? (Choose three.) 

A. FortiDDoS between FG1 and FG2 and the Internet 

B. FortiADC for VDOM-A 
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C. FortiWeb for VDOM-A 

D. FortiADC for VDOM-B 

E. FortiDDoS between FG1 and FG2 and VDOMs 

Correct Answer: ACD 

 

QUESTION 4

You have configured an HA cluster with two FortiGate devices. You want to make sure that you are able to manage the
individual cluster members directly using port3. 

Referring to the configuration shown, in which two ways can you accomplish this task? (Choose two.) 

A. Create a management VDOM and disable the HA synchronization for this VDOM, assign port3 to this VDOM, then
configure specific IPs for port3 on both cluster members. 

B. Configure port3 to be a dedicated HA management interface; then configure specific IPs for port3 on both cluster
members. 

C. Allow administrative access in the HA heartbeat interfaces. 

D. Disable the sync feature on port3; then configure specific IPs for port3 on both cluster members. 

Correct Answer: AB 

 

QUESTION 5

Refer to the exhibit. 
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You have deployed several perimeter FortiGate devices with internal segmentation FortiGate devices behind them. All
FortiGate devices are logging to FortiAnalyzer. When you search the logs in FortiAnalyzer for denied traffic, you see
numerous log messages, as shown in the exhibit, on your perimeter FortiGate device only. 

Which two actions will reduce the number of these log messages? (Choose two.) 

A. Disable DNS events logging from FortiGate in the config log fortianalyzer filter section. 

B. Apply an application control profile to the perimeter FortiGate devices that does not inspect DNS traffic to the
outbound firewall policy. 

C. Remove DNS signatures from the IPS profile applied to the outbound firewall policy. 

D. Configure the internal FortiGate devices to communicate to FortiGuard using port 8888. 

Correct Answer: AD 
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