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QUESTION 1

You are building a FortiGate cluster which is stretched over two locations. The HA connections for the cluster are
terminated on the local switches in the data centers. Once the FortiGate devices have booted, they do not form a
cluster. The network operators inform you that CRC errors are present on the switches where the FortiGate devices are
connected. 

What should you do to solve this problem? 

A. Set the speed/duplex setting to 1 Gbps / Full Duplex. 

B. Replace the cables where the CRC errors occur. 

C. Place the HA interfaces in dedicated VLANs. 

D. Change the ethertype for the HA packets. 

Correct Answer: D 

 

QUESTION 2

A legacy router has been replaced by a FortiGate device. The FortiGate has inherited the management IP address of
the router and now the network administrator needs to remove the router from the FortiSIEM configuration. 

Which two statements about this operation are true? (Choose two.) 

A. FortiSIEM will move the router device into the Decommission folder. 

B. The router will be completely deleted from the FortiSIEM database. 

C. By default, FortiSIEM can only parser event logs for FortiGate devices. 

D. FortiSIEM will discover a new device for the FortiGate with the same IP. 

Correct Answer: AD 

 

QUESTION 3
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Anti-Virus Real-Time Protection is enabled without any exclusions. 

Referring to the exhibit, which two behaviors will the FortiClient endpoint have after receiving the profile update from the
FortiClient EMS? (Choose two.) 

A. Access to a downloaded file will always be allowed after 60 seconds when the FortiSandbox is reachable. 

B. The user will not be able to access a downloaded file for a maximum of 60 seconds if it is not a virus and the
FortiSandbox is reachable. 

C. Files executed from a mapped network drive will not be inspected by the FortiClient endpoint AntiVirus engine. 

D. If the Real-Time Protection does not detect a virus, the user will be able to access a downloaded file when the
FortiSandbox is unreachable. 
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Correct Answer: AB 

 

QUESTION 4

Refer to the exhibit. 

You created a custom health-check for your FortiWeb deployment. Given the output shown in the exhibit, which
statement is true? 

A. The FortiWeb must receive an RST packet from the server. 

B. The FortiWeb must receive an HTTP 200 response code from the server. 

C. The FortiWeb must match the hash value of the page index.html. 

D. The FortiWeb must receive an ICMP Echo Request from the server. 

Correct Answer: B 

 

QUESTION 5

Refer to the exhibit. 
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You need to apply the security features listed below to the network shown in the exhibit. 

High grade DDoS protection Web security and load balancing for Server 1 and Server 2 Solution must be PCI DSS
compliant Enhanced security to DNS 1 and DNS 2 

What are three solutions for this scenario? (Choose three.) 

A. FortiDDoS between FG1 and FG2 and the Internet 

B. FortiADC for VDOM-A 

C. FortiWeb for VDOM-A 

D. FortiADC for VDOM-B 

E. FortiDDoS between FG1 and FG2 and VDOMs 

Correct Answer: ACD 
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