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QUESTION 1

A company has just deployed a new FortiMail in gateway mode. The administrator is asked to strengthen e-mail
protection by applying the policies shown below. 

- E-mails can only be accepted if a valid e-mail account exists. 

-

Only authenticated users can send e-mails out 

Which two actions will satisfy the requirements? (Choose two. ) 

A. 

Configure recipient address verification. 

B. 

Configure inbound recipient policies. 

C. 

Configure outbound recipient policies. 

D. 

Configure access control rules. 

Correct Answer: AD 

 

QUESTION 2

Click the Exhibit button. 
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Your company has two data centers (DC) connected using a Layer 3 network. Servers in farm A need to connect to
servers in farm B as though they all were in the same Layer 2 segment. What would be configured on the FortiGates on
each DC to allow such connectivity? 

A. Create an IPsec tunnel with transport mode encapsulation. 

B. Create an IPsec tunnel with Mode encapsulation. 

C. Create an IPsec tunnel with VXLAN encapsulation. 

D. Create an IPsec tunnel with VLAN encapsulation. 

Correct Answer: C 

 

QUESTION 3

Click the exhibit. 

A VPN IPsec is connecting the headquarters office (HQ) with a branch office (BO) and OSPF is used to redistribute
routes between the offices. After deployment, a server with IP address 10.10.10.35 located on the DMZ network of the
BO FortiGate, was reported unreachable from hosts located on the LAN network of the same FortiGate. 
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Referring to the exhibit, which statement is true? 

A. The ICMP packets are Being blocked by an implicit deny policy. 

B. The incoming access list should have an accept action instead deny action to solve the problem. 

C. A directly connected subnet is being partially superseded by an OSPF redistributed subnet. 

D. Enabling NAT on the VPN firewall policy will solve the problem. 
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Correct Answer: B 

 

QUESTION 4

Click the Exhibit button. 

Referring to the exhibit, what will happen if FortiSandbox categorizes an e-mail attachment submitted by FortiMail as a
high risk? 

A. The high-risk file will be discarded by attachment analysis. 

B. The high-risk tile will go to the system quarantine. 

C. The high-risk file will be received by the recipient. 

D. The high-risk file will be discarded by malware/virus outbreak protection. 

Correct Answer: B 
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QUESTION 5

Click the Exhibit button. 

Referring to the exhibit, which two statements are true about local authentication? (Choose two.) 

A. The user will be blocked 15 seconds after five login failures. 

B. When a ClientHello message indicating a renegotiation is received, the FortiGate will allow the TCP connection. 

C. The user\\'s IP address will be blocked 15 seconds after five login failures. 

D. After five minutes, the user will need to re-authenticate. 

Correct Answer: CD 
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