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QUESTION 1

You are an administrator of FortiGate devices that use FortiManager for central management. You need to add a policy
on an ADOM, but upon selecting the ADOM drop-down list, you notice that the ADOM is in locked state. Workflow
mode 

is enabled on your FortiManager to define approval or notification workflow when creating and installing policy changes. 

What caused this problem? 

A. Another administrator has locked the ADOM and is currently working on it. 

B. There is pending approval waiting from a previous modification. 

C. You need to use set workspace-mode workflow on the CLI. 

D. You have read-only permission on Workflow Approve in the administrator profile. 

Correct Answer: D 

http://docs.fortinet.com/uploaded/files/2250/FortiManager-5.2.1-Administration-Guide.pdf 

 

QUESTION 2

A customer has the following requirements: 

-local peer with two Internet links 

-remote peer with one Internet link 

-secure traffic between the two peers 

-granular control with Accept policies 

Which solution provides security and redundancy for traffic between the two peers? 

A. a fully redundant VPN with interface mode configuration 

B. a partially redundant VPN with interface mode configuration 

C. a partially redundant VPN with tunnel mode configuration 

D. a fully redundant VPN with tunnel mode configuration 

Correct Answer: B 

 

QUESTION 3

Your marketing department uncompressed and executed a file that the whole department received using Skype. 
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Reviewing the exhibit, which two details do you determine from your initial analysis of the payload? 

A. The payload contains strings that the malware is monitoring to harvest credentials. 

B. This is a type of Trojan that will download and pirate movies using your Netflix credentials. 

C. This type of threat of a DDoS attack using instant messaging to send e-mails to further spread the infection. 

D. This threat payload is uploading private user videos which are then used to extort Bitcoin payments. 

Correct Answer: B 

 

QUESTION 4

You must protect all customers from any other customers\\' infected devices that join the same SSID. Which step meets
the requirement? 

A. Enable deep SSH inspection with antivirus and IPS. 

B. Use a captive portal to redirect unsecured connections such as HTTP and SMTP to their secured equivalents,
preventing worms on infected clients from tampering with other customer traffic. 

C. Use WPA2 encryption and configure a policy on FortiGate to block all traffic between clients. 

D. Use WPA2 encryption, and enable "Block Intra-SSID Traffic". 

Correct Answer: B 

 

QUESTION 5
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You are installing a new FortiAP as shown in the exhibit, however, the FortiAP cannot discover the FortiGate. The
FortiAP obtained an IP from the DHCP server and is reachable. Which two configurations will resolve the problem?
(Choose two.) 
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A. B. C. D. 

Correct Answer: D 

References: https://forum.fortinet.com/tm.aspx?m=112739 
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