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QUESTION 1

Referring to the exhibit, you want to know if aggregating port7 and port22 will work. Which statement is correct? 

A. Yes, LACP is supported on all ports regardless if they are connected to the same NP6. 

B. No, LACP is not supported on NP6 platforms. 

C. No, LACP is only supported on ports connected to the same NP6. 

D. Yes, LACP is supported on ports that are linked together with integrated Switch Fabric. 

Correct Answer: C 
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References: http://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-hardware-acceleration-52/NP6.htm 

 

QUESTION 2

The SECOPS team in your company has started a new project to store all logging data in a disaster recovery center. All
FortiGates will log to a secondary FortiAnalyzer and establish a TCP session to send logs to the syslog server. Which
two configurations will achieve this goal? (Choose two.) 

A. B. C. D. 

Correct Answer: AC 

https://forum.fortinet.com/tm.aspx?m=122848 

 

QUESTION 3

Virtual Domains (VDOMs) allow a FortiGate administrator to do what? 

A. Group two or more FortiGate units to form a single virtual device. 

B. Split a physical FortiGate unit into multiple virtual devices. 
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C. Create multiple VLANs in a single physical interface, 

D. Group multiple physical interfaces to form a single virtual interface. 

Correct Answer: B 

 

QUESTION 4

Given the following FortiOS 5.2 commands: 

Which vulnerability is being addresses when managing FortiGate through an encrypted management protocol? 

A. Remote Exploit Vulnerability in Bash (ShellShock) 

B. Information Disclosure Vulnerability in OpenSSL (Heartbleed) 

C. SSL v3 POODLE Vulnerability 

D. SSL/TLS MITM vulnerability (CVE-2014-0224) 

Correct Answer: C 

References: http://kb.fortinet.com/kb/documentLink.do?externalID=FD36913 

 

QUESTION 5

You are asked to write a FortiAnalyzer report that lists the session that has consumed the most bandwidth. You are
required to include the source IP, destination IP, application, application category, hostname, and total bandwidth
consumed. Which dataset meets these requirements? 

A. select from_itime(itime) as timestamp, srcip, dstip, app, appcat, hostname, sum(coalesce(`sentbyte", 0) +coalesce
(`recbyte ", 0)) as bandwidth from $log where $filter LIMIT 1 

B. select from_itime(itime) as timestamp, srcip, dstip, app, appcat, hostname, sum(coalesce(`sentbyte", 0) +coalesce
(`recbyte", 0)) as bandwidth from $log where $filter LIMIT 1 

C. select from_itime(itime) as timestamp, srcip, dstip, app, appcat, hostname, sum(coalesce(`sentbyte", 0) +coalesce
(`rcvdbyte", 0)) as bandwidth from $log where $filter LIMIT 1 

D. select from_itime(itime) as timestamp, sourceip, destip, app, appcat, hostname, sum(coalesce(`sentbyte\\',
0)+coalesce (`rcvdbyte", 0)) as bandwidth from $log where $filter LIMIT 1 

Correct Answer: C 

References: http://docs.fortinet.com/uploaded/files/2617/fortianalyzer-5.2.4-dataset-reference.pdf 
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