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QUESTION 1

There is an interface-mode IPsec tunnel configured between FortiGatel and FortiGate2. You want to run OSPF over the
IPsec tunnel. On both FortiGates. the IPsec tunnel is based on physical interface portl. Portl has the default MTU

setting on both FortiGate units.

Which statement is true about this scenario?

A. A multicast firewall policy must be added on FortiGatel and FortiGate2 to allow protocol 89.
B. The MTU must be set manually in the OSPF interface configuration.

C. The MTU must be set manually on the IPsec interface.

D. An IP address must be assigned to the IPsec interface on FortiGatel and FortiGate2.
Correct Answer: B

If MTU doesn\\'t match then the neighbour ship gets stuck in exchange state.

QUESTION 2
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Given the following error message: FortiManager fails to import policy ID 1. What is the problem?
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Start to import confiy from device (STUDENT-2) vdom({root) to adom(rcot), package (STUDENT-2)
“firewall service category”, SUCCESS," (name=General , ©id=377, DUPLICATE]}"

“firewall schedule recurring"” , SUCCESS," (name=always, oid=473, DUFLICATE)"

“firewall address”,SUCCESS, " (name=all, oid=364; DUFLICATE)"

“lOrewall secvice cusLom®™, SUCCESS, ¥ (name=ALL; wid=426, DUPLICATE) "™

“firewall vip”,SUCCESS," (name=FTF, iod=47353 DUPLICATE)"

w R e S s R A Ry o e "

“ﬂ:ﬁqmarjﬂ.r pictures’and no water-maskd'ln'Fhe‘Premlum'Prnduct*tl"“’

A. FortiManager already has Address LAN which has interface mapping set to "internal” in its database, it is
contradicting with the STUDENT-2 FortiGate device which has address LAN mapped to "any".

B. FortiManager already has address LAN which has interface mapping set to "any" in its database; this conflicts with
the STUDENT-2 FortiGate device which has address "LAN" mapped to "internal”.

C. Policy ID 1 for this managed FortiGate device already exists on the FortiManager policy package named
STUDENT-2.

D. Policy ID 1 does not have interface mapping on FortiManager.
Correct Answer: D

References: http://kb.fortinet.com/kb/documentLink.do?externallD=FD38544

QUESTION 3

Which command detects where a routing path is broken?
A. exec traceroute

B. exec route ping

C. diag route null

D. diag debug route

Correct Answer: A

QUESTION 4

Which two features are supported only by FortiMail but not by FortiGate? (Choose two.)
A. DNSBL

B. built-in MTA

C. end-to-end IBE encryption

D. FortiGuard Antispam

Correct Answer: AB
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QUESTION 5

You verified that application control is working from previous configured categories. You just added Skype on blocked
signatures. However, after applying the profile to your firewall policy, clients running Skype can still connect and use the

application.

What are two causes of this problem? (Choose two.)
A. The application control database is not updated.
B. SSL inspection is not enabled.

C. A client on the network was already connected to the Skype network and serves as relay prior to configuration
changes to block Skype

D. The FakeSkype.botnet signature is included on your application control sensor.

Correct Answer: AB
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