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QUESTION 1

Which feature enables SD-WAN to combine IPsec VPN dynamic shortcut tunnels between spokes and a static tunnel to
the hub?

A. ADVPN

B. GRE

C. SSLVPN
D. OCVPN

Correct Answer: A

QUESTION 2

Which two reasons make forward error correction (FEC) ideal to enable in a phase one VPN interface? (Choose two )
A. FEC transmits the original payload in full to recover the error in transmission.

B. FEC improves reliability which overcomes adverse WAN conditions such as noisy links.

C. FEC is useful to increase speed at which traffic is routed through IPsec tunnels.

D. FEC transmits additional packets as redundant data to the remote device.

E. FEC reduces the stress on the remote device jitter buffer to reconstruct packet loss

Correct Answer: BD

QUESTION 3

Refer to the exhibit.
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FortiGate # diagnose firewall shaper per-ip-shaper list
name FTP 5M

maximum-bandwidth 625 KB/sec
maximum-concurrent-session 5

tos ff/ff

packets dropped 65

bytes dropped 81040

addr=10.1.0.1 status: bps=0 ses=1
addr=10.1.0.100 status: bps=0 ses=1
addr=10.1.10.1 status: bps=1656 ses=3

Which two statements about the debug output are correct? (Choose two )
A. The debug output shows per-IP shaper values and real-time readings.
B. This traffic shaper drops traffic that exceeds the set limits.

C. Traffic being controlled by the traffic shaper is under 1 Kbps.

D. FortiGate provides statistics and reading based on historical traffic logs.

Correct Answer: AB

QUESTION 4

Refer to the exhibit.
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config vpn ipsec phasel-interface
edit “EIRST VPN"
set type dynamic
set interface “portl”
set peertype any
set proposal aesl28-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “first-group”
set psksecret fortinetl
next
edit “SECOND VEN”
set type dynamic
set interface “portl”
set peertype any
set proposal aesl28-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “second-group”
set psksecret fortinet2
next
edit

FortiGate has multiple dial-up VPN interfaces incoming on portl that match only FIRST_VPN.

Which two configuration changes must be made to both IPsec VPN interfaces to allow incoming connections to match
all possible IPsec dial-up interfaces? (Choose two.)

A. Specify a unique peer ID for each dial-up VPN interface.
B. Use different proposals are used between the interfaces.
C. Configure the IKE mode to be aggressive mode.

D. Use unique Diffie Hellman groups on each VPN interface.

Correct Answer: AC

QUESTION 5
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Which CLI command do you use to perform real-time troubleshooting for ADVPN negotiation?
A. get router info routing-table all

B. diagnose debug application ike

C. diagnose vpn tunnel list

D. get ipsec tunnel list

Correct Answer: B
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