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QUESTION 1

Which diagnostic command you can use to show interface-specific SLA logs for the last 10 minutes?
A. diagnose sys virtual-wan-link health-check

B. diagnose sys virtual-wan-link log

C. diagnose sys virtual-wan-link sla-log

D. diagnose sys virtual-wan-link intf-sla-log

Correct Answer: C

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/943037/sla-logging
https://community.fortinet.com/t5/FortiGate/Technical-Tip-SLA-Logging/ta-p/190934

QUESTION 2
Refer to the exhibit.

Multiple IPsec VPNs are formed between two hub-and-spokes groups, and site-to-site between Hub 1 and Hub 2 The
administrator configured ADVPN on the dual regions topology
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|

Chicago

Which two statements are correct if a user in Toronto sends traffic to London? (Choose two )
A. Toronto needs to establish a site-to-site tunnel with Hub 2 to bypass Hub 1.

B. The first packets from Toronto to London are routed through Hub 1 then to Hub 2.

C. London generates an IKE information message that contains the Toronto public IP address.
D. Traffic from Toronto to London triggers the dynamic negotiation of a direct site-to-site VPN.
Correct Answer: BD

SD-WAN_6.4_Study_Guide page 207
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QUESTION 3

Refer to the exhibit.

Two hub-and-spoke groups are connected through a site-to-site IPsec VPN between Hub 1 and Hub 2. The
administrator configured ADVPN on both hub-and-spoke groups.

Which two outcomes are expected if a user in Toronto sends traffic to London? (Choose two.)
A. London generates an IKE information message that contains the Toronto public IP address.
B. Traffic from Toronto to London triggers the dynamic negotiation of a direct site-to-site VPN.
C. Toronto needs to establish a site-to-site tunnel with Hub 2 to bypass Hub 1.

D. The first packets from Toronto to London are routed through Hub 1 then to Hub 2.

Correct Answer: BD

QUESTION 4

Refer to the exhibit.
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config vpn ipsec phasel-interface
edit “EIRST VPN"
set type dynamic
set interface “portl”
set peertype any
set proposal aesl28-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “first-group”
set psksecret fortinetl
next
edit “SECOND VEN”
set type dynamic
set interface “portl”
set peertype any
set proposal aesl28-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “second-group”
set psksecret fortinet2
next
edit

FortiGate has multiple dial-up VPN interfaces incoming on portl that match only FIRST_VPN.

Which two configuration changes must be made to both IPsec VPN interfaces to allow incoming connections to match
all possible IPsec dial-up interfaces? (Choose two.)

A. Specify a unique peer ID for each dial-up VPN interface.
B. Use different proposals are used between the interfaces.
C. Configure the IKE mode to be aggressive mode.

D. Use unique Diffie Hellman groups on each VPN interface.
Correct Answer: AC

SD-WAN 6.4.5 Study Guide. pg 182
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QUESTION 5

Which diagnostic command can you use to show the SD-WAN rules interface information and state?
A. diagnose sys sdwan route-tag-list.

B. diagnose sys sdwan service.

C. diagnose sys sdwan member.

D. diagnose sys sdwan neighbor.

Correct Answer: B

https://community.fortinet.com/t5/FortiGate/Technical-Tip-Diagnostic-commands-to-check-the-status-of-the-SD/ta-
p/194246
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