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QUESTION 1

Which two tasks about using central VPN management are true? (Choose two.) 

A. You can configure full mesh, star, and dial-up VPN topologies. 

B. FortiManager installs VPN settings on both managed and external gateways. 

C. You configure VPN communities to define common IPsec settings shared by all VPN gateways. 

D. You must enable VPN zones for SD-WAN deployments. 

Correct Answer: AC 

 

QUESTION 2

Refer to the exhibit. 

Multiple IPsec VPNs are formed between two hub-and-spokes groups, and site-to-site between Hub 1 and Hub 2 The
administrator configured ADVPN on the dual regions topology 

Which two statements are correct if a user in Toronto sends traffic to London? (Choose two ) 

A. Toronto needs to establish a site-to-site tunnel with Hub 2 to bypass Hub 1. 

B. The first packets from Toronto to London are routed through Hub 1 then to Hub 2. 

C. London generates an IKE information message that contains the Toronto public IP address. 

D. Traffic from Toronto to London triggers the dynamic negotiation of a direct site-to-site VPN. 

Correct Answer: BD 
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QUESTION 3

Refer to the exhibit. 

An administrator is troubleshooting SD-WAN on FortiGate. A device behind branch1_fgt generates traffic to the
10.0.0.0/8 network. The administrator expects the traffic to match SD-WAN rule ID 1 and be routed over T_INET_0_0.
However, the traffic is routed over T_INET_1_0. 

Based on the output shown in the exhibit, which two reasons can cause the observed behavior? (Choose two.) 

A. The traffic matches a regular policy route configured with T_INET_1_0 as the outgoing device. 

B. T_INET_1_0 has a lower route priority value (higher priority) than T_INET_0_0. 

C. T_INET_0_0 does not have a valid route to the destination. 

D. T_INET_1_0 has a higher member configuration priority than T_INET_0_0. 

Correct Answer: AC 

 

QUESTION 4

In a hub-and-spoke topology, what are two advantages of enabling ADVPN on the IPsec overlays? (Choose two.) 

A. It provides the benefits of a full-mesh topology in a hub-and-spoke network. 

B. It provides direct connectivity between spokes by creating shortcuts. 

C. It enables spokes to bypass the hub during shortcut negotiation. 

D. It enables spokes to establish shortcuts to third-party gateways. 
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Correct Answer: AB 

 

QUESTION 5

Which two statements about SD-WAN central management are true? (Choose two.) 

A. The objects are saved in the ADOM common object database. 

B. It does not support meta fields. 

C. It uses templates to configure SD-WAN on managed devices. 

D. It supports normalized interfaces for SD-WAN member configuration. 

Correct Answer: AC 

Normalized interfaces are not supported for SD-WAN templates. You can create multiple SD-WAN zones and add
interface members to the SD-WAN zones. You must bind the interface members by name to physical interfaces or VPN
interfaces. https://docs.fortinet.com/document/fortigate/7.0.0/sd-wan-new-features/794804/new-sd-wan-template-fmg 
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