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QUESTION 1
What are two roles that SD-WAN orchestrator plays when it works with FortiManager? (Choose two )
A. It configures and monitors SD-WAN networks on FortiGate devices that are managed by FortiManager.

B. It acts as a standalone device to assist FortiManager to manage SD-WAN interfaces on the managed FortiGate
devices.

C. It acts as a hub FortiGate with an SD-WAN interface enabled and managed along with other FortiGate devices by
FortiManager.

D. It acts as an application that is released and signed by Fortinet to run as a part of management extensions on
FortiManager.

Correct Answer: AD

SD-WAN 6.4 Guide Page 158. https://docs2.fortinet.com/document/fortimanager/6.4.0/sd-wan-
orchestrator-6-4-0-administration-guide/91581/introduction

QUESTION 2

Refer to exhibits.
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Exhibit A Exhibit B

Link Status

Check interval 500 ms

Failures before inactive € 3

Restore link after o 2 check(s)

Actions when Inactive

Update static route €@ @

Exhibit A Exhibit B

NGFW-1 # diagnose sys sdwan health-check
Health Check (Ping):
{1 portl): state {(alive), packet—loss latency

6.196), jitter (0.078) sla map=0x0
(2 port2): state (dead), packet-—loss {6.000%) sla map=0x0

Exhibit A, which shows the SD-WAN performance SLA and exhibit B shows the health of the participating SD-WAN
members.

Based on the exhibits, which statement is correct?

A. The dead member interface stays unavailable until an administrator manually brings the interface back.
B. Port2 needs to wait 500 milliseconds to change the status from alive to dead.

C. Static routes using port2 are active in the routing table.

D. FortiGate has not received three consecutive requests from the SLA server configured for port2.

Correct Answer: D

QUESTION 3

Refer to the exhibit
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Based on the exhibit, which two statements about existing sessions on FortiGate after a firewall policy change, are

true?(Choose two.)

A. The old sessions terminate after a policy change

B. Existing sessions remain unchanged after a policy change
C. All sessions are flushed by FortiGate after a policy change
D. FortiGate re-evaluates new packets after a policy change

Correct Answer: BD

QUESTION 4

Which are three key routing principles in SD-WAN? (Choose three.)
A. FortiGate performs route lookups for new sessions only.

B. Regular policy routes have precedence over SD-WAN rules.

C. SD-WAN rules have precedence over ISDB routes.

D. By default, SD-WAN members are skipped if they do not have a valid route to the destination.

E. By default, SD-WAN rules are skipped if the best route to the destination is not an SD- WAN member.

Correct Answer: BDE

QUESTION 5

Which diagnostic command can you use to show interface-specific SLA logs for the last 10 minutes?
A. diagnose sys sdwan log

B. diagnose sys sdwan health-check

C. diagnose sys sdwan intf-sla-log

D. diagnose sys sdwan sla-log

Correct Answer: C

C is correct as diagnose sys sdwan sla-log used to check SLA metrics for last 10 minutes
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