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QUESTION 1

Refer to the exhibit.

& Install

= VPN Community ~

..‘I‘ﬂ!\: I‘I\I‘I!‘ | f n!"!'l "I‘l“ I i

| {
Name : H2Ss

= &k All VPN Communities I
- Number of 3 IKE Security (Phase 1) a65128-sha256, aes256-5ha256, aes128- m
= Dial S VPN : Properties: shal, aes256-shal
Authentication: Pre-shared Key IPsec Security (Phase 2) aes12B-shal, aes256-shal, aes128-sha258,

Properties; aes256-sha256. aes128gcm, aes256gem,
chacha20poly1305

e 48 Column Settings ~

/ ) i ! --..
O MName Role Default VPN Interface Protected Subnet |/
O # NFGW-1[root] = 2 port1 = SSLVPN_TUNNEL_ADDR1
O = Spoke-1 = £ parntl 2 FABRIC DEVICE
B FIREWALL_AUTH PORTAL_ ADDRESS
2 [ Spoten | & portl |
: D i ) n Tl

SD-WAN 6.4.5 Guide Page 76. https://docs.fortinet.com/document/fortigate/7.2.1/administration-guide/22371/sd-wan-
rules-best-quality

What must you configure to enable ADVPN?

A. On the hub VPN, only the device needs additional phase one sett

B. ADVPN should only be enabled on unmanaged FortiGate devices.

C. Each VPN device has a unique pre-shared key configured separately on phase one
D. The protected subnets should be set to address object to all (0.0 .0. 0/0).

Correct Answer: D

SD-WAN 6.4.5 Study Guide. pg 210

QUESTION 2

Which diagnostic command can you use to show interface-specific SLA logs for the last 10 minutes?
A. diagnose sys sdwan log

B. diagnose sys sdwan health-check

C. diagnose sys sdwan intf-sla-log

D. diagnose sys sdwan sla-log

Correct Answer: D

diagnose sys sdwan intf-sla-log -> shows only bandwidth utilization diagnose sys sdwan sla-log -> shows packet-loss,
latency, jitter, MOS

QUESTION 3

Refer to the exhibit.
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ipsec phasel-interface

add-route enable
net-device disable

tunnel-search nexthop

diagnose vpn tunnel list
1p tunnel by nam
name=Hu r=1 serial=l )0.64.1.1:0->0.0.0.0:0 mtu=0
bound if=3 lgwy=static/1 tun=intf/0 mode=dialup/2 encap=none/512 options|(
hop frag-rfc accept

vid num=0 child num=2

dpd: modé
natt: mo«
run tally

Which two statements about the IPsec VPN configuration and the status of the IPsec VPN tunnel are true? (Choose
two.)

A. FortiGate creates separate virtual interfaces for each dial-up client.

B. FortiGate creates a single IPsec virtual interface that is shared by all clients.

C. FortiGate maps the remote gateway 100.64.3.1 to tunnel index interface 1.

D. FortiGate does not install IPsec static routes for remote protected networks in the routing table.

Correct Answer: BC

If net-device is disabled, FortiGate creates a single IPSEC virtual interface that is shared by all IPSEC clients

connecting to the same dialup VPN. In this case, the tunnel-search setting determines how FortiGate learns the network
behind each remote client.

QUESTION 4

Refer to the exhibit.
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NGFW-1 # diagnose sys virtual-wan-link health-check

Health Check(DC PBX SLA) :

Seq(l portl): Sidtﬂ{dudd}, packet-loss (75.000%) Sld_Hdp—ﬂIﬂ

Seq(2 port2): state(alive), packet-loss(0.000%) latency(50.477), jitter(3.699)
sla map-0x1

NGFW -1 # diagnose sys sdwan service

Service(l) : Address Mode (IPV4) flags=0x0
Gen(3), TOS(0x0/0x0), Protocol(0: 1->65535), Mode (priority), link-cost
factor (latency), link-cost-threshold(10) , hu.lth—ch-‘:ck[DC_PBJ(__SU\}
Members:
1: Seq_mm(? port2), alive, latency: 50.233, selected
2: Saeq num(l portl), dead
Internet Service: Microsoit-sky[;xz_'l‘e.rﬁs(3??'."31_.0,0,0)
Src address:
0.0.0.0-255.255.255.255

Based on the exhibit, which status description is correct?

A. Portl is dead because it does not meet the SLA target.

B. Port2 is alive because its packet loss is lower than 10%.

C. The SD-WAN members are monitored by different performance SLAs.
D. Traffic matching the SD-WAN rule is steered through port2.

Correct Answer: D

QUESTION 5

Refer to the exhibit.

config vpn ipsec phasel-interface
edit Hub
set add-route enable
set net—device disable
set tunnel-search nexthop
next
end

diagnose vpn tunnel list name Hub
list ipsec tunnel by names 1n vd O

name=Hub ver=1 serial=1 100.64.1.1:0->0.0 0.0:0 d mtu=0 ]
bound if=3 lgwy=static/1 tun=intf/0 mode=dialup/2 encap=none/512 options[0200]=search-
nexthop frag-rfc accept_traffic=1 ;

proxyid num=0 child num=2 refcnt=20 ilast=176 olast=176 ad=/0

stat: rxp=22 txp=18 rxb=2992 txb=1752

dpd: mode=on-idle on=0 idle=20000ms retry=3 count=0 seqno=0

natt: mode—none draft=0 interval=0 remote port=0

run tally=2

ipvz route tree:

100.64.3.1 1

100.64.5.1 0

372.16-1.2 1

172-16-1:3 0O
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Which two statements about the status of the VPN tunnel are true?
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