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QUESTION 1

Which two statements describe how IPsec phase 1 aggressive mode is different from main mode when performing IKE
negotiation? (Choose two)

A. A peer ID is included in the first packet from the initiator, along with suggested security policies.

B. XAuth is enabled as an additional level of authentication, which requires a username and password.
C. A total of six packets are exchanged between an initiator and a responder instead of three packets.
D. The use of Diffie Hellman keys is limited by the responder and needs initiator acceptance.

Correct Answer: BC

QUESTION 2

Which two interfaces are considered overlay links? (Choose two.)
A. IPsec

B. Physical

C.LAG

D. GRE

Correct Answer: AD

QUESTION 3

Refer to exhibits.

Exhibit A Exhibit B

config system global

set snat-route-change enable
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Exhibit A Exhibit B

FortiGate # get router info Lnutlnq table details
s: K - kernel, C
0 - OSPF, IA -
Nl = O"PF I'“A

i, 41 - I5-15 level- l . 5-1S5 level-2, ia - IS-IS inter area
idate default

for VRF=0
/0 [1/0] via 192 -73.2, port2, [1/0]
[lfll] .-f.H 192.168.1. : [10/0]

4 is directly runnnutﬂd, port2

Exhibit A shows the source NAT global setting and exhibit B shows the routing table on FortiGate.

Based on the exhibits, which two statements about increasing the port2 interface priority to 20 are true? (Choose two.)
A. All the existing sessions that do not use SNAT will be flushed and routed through port1.

B. All the existing sessions will continue to use port2, and new sessions will use portl.

C. All the existing sessions using SNAT will be flushed and routed through port1.

D. All the existing sessions will be blocked from using portl and port2.

Correct Answer: AC

QUESTION 4

Which diagnostic command can you use to show the SD-WAN rules interface information and state?
A. diagnose sys virtual-wan-link neighbor.

B. diagnose sys virtual--wan--link route-tag-list

C. diagnose sys virtual--wan--link member.

D. diagnose sys virtual-wan-link service

Correct Answer: D

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/818746/sd-wan-related-diagnose-commands

QUESTION 5
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Refer to the exhibit.

FortiGate # diagnose firewall shaper per-ip-shaper list
name FTP 5M

maximum-bandwidth 625 KB/sec

maximum-concurrent-session 5

tos ff/ff

packets dropped 65

bytes dropped 81040

addr=10.1.0.1 status: bps=0 ses=1
addr=10.1.0.100 status: bps=0 ses=1
addr=10.1.10.1 status: bps=1656 ses=3

Which two statements about the debug output are correct? (Choose two )
A. The debug output shows per-IP shaper values and real-time readings.
B. This traffic shaper drops traffic that exceeds the set limits.

C. Traffic being controlled by the traffic shaper is under 1 Kbps.

D. FortiGate provides statistics and reading based on historical traffic logs.

Correct Answer: AB
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