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QUESTION 1

Default VLANS are created on FortiGate when the FortiLink interface is created. By default, which VLAN is set as
Allowed VLANS on all FortiSwitch ports?

A. Sniffer VLAN

B. Camera VLAN

C. Quarantine VLAN
D. Voice VLAN

Correct Answer: A

QUESTION 2

A wireless network in a school provides guest access using a captive portal to allow unregistered users to self-register
and access the network. The administrator is requested to update the existing configuration to provide captive portal
authentication through a secure connection (HTTPS) to protect and encrypt guest user credentials after they receive the
login information when registered for the first time.

Which two changes must the administrator make to enforce HTTPS authentication? (Choose two.)

A. Provide instructions to users to use HTTPS to access the network.

B. Create a new SSID with the HTTPS captive portal URL.

C. Enable Redirect HTTP Challenge to a Secure Channel (HTTPS) in the user authentication settings

D. Update the captive portal URL to use HTTPS on FortiGate and FortiAuthenticator

Correct Answer: BD

QUESTION 3

An administrator has deployed dual band-capable wireless APs in a wireless network. Multiple 2.4 GHz wireless clients
are connecting to the network, and subsequent monitoring shows that individual AP

2.4GHz interfaces are being overloaded with wireless connections. Which configuration change would best resolve the
overloading issue?

A. Configure load balancing AP handoff on both the AP interfaces on all APs.
B. Configure load balancing AP handoff on only the 2.4GHz interfaces of all Aps.
C. Configure load balancing frequency handoff on both the AP interfaces.

D. Configure a client limit on the all AP 2.4GHz interfaces.
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Correct Answer: C

QUESTION 4

Which two statements about the use of digital certificates are true? (Choose two.)

A. An intermediate CA can sign server certificates.

B. An intermediate CA can sign another intermediate CA certificate.

C. The end entity\\'s certificate can only be created by an intermediate CA.

D. An intermediate CA can validate the end entity certificate signed by another intermediate CA.

Correct Answer: BD

QUESTION 5
Refer to the exhibits.

config wireless—controller vap
edit "Corp"
set vdom "root"
set s5s5id "Corp”
set security wpaZ-only-enterprise
set auth radius
set radius-server "FAC-Lab"
set intra-wvap-privacy enabled
set schedule "always"
set wvlan-pooling wop-group
config vlan-pool
edit 101
set wtp—-group "Floor 1"
next
edit 102
set wtp-group "Office™
next
end
next

Examine the VAP configuration and the WiFi zones table shown in the exhibits.
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WiIFi (1)
Corp (=) S510D: Corp) 10.0.3.1 255.255.255.0 = WIFiSSID
Zone (3)
e Corp.zone [ Zone 0
| Corp.101 0.0.0.00.0.0.0 A VLAN 1 101
e Corp.102 10.0.20.1 255.255.255.0 A VLAN 2 102

Which two statements describe FortiGate behavior regarding assignment of VLANSs to wireless clients? (Choose two.)

A. FortiGate will load balance clients using VLAN 101 and VLAN 102 and assign them an IP address from the
10.0.3.0/24 subnet.

B. Clients connecting to APs in the Floor 1 group will not be able to receive an IP address.
C. All clients connecting to the Corp SSID will receive an IP address from the 10.0.3.1/24 subnet.
D. Clients connecting to APs in the Office group will be assigned an IP address from the 10.0.20.1/24 subnet.

Correct Answer: BD
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